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Absraer- Passwords have always beem a medium of
anthenfication which is widely wsed and implemented for
accessing control over devices or an account. With COVID- 19
pandemic, the entire world is sitfing home, doing WFH, bank
tramsactions, and data tramsfers through onlime modes ouly.
Situations e these where offfine mode has taken a back seat,
the omlime attacks, and security breaches have drastically
increased. People can’'t move and have to serve from their
homes but feel protected as they deal and tramsact throngh
passwords only. But, what if these passwords are not full proof,
bave lealcages, and are easily guessable; such lind of situations
is ricky and breals weer's trust. To awveid such
circnmstances wser bas to be more cantions while keeping
passwords. In this paper, a secure and easy password
generafing technigue has been proposed based on an atiractive
Graphical User Interface. This techmique &= efficient in terms of
privacy, security, and memorability.

Keywords- Password, authenticaion,
anchenricarion, kybrid technigue.

1. INTRODUCTION

With chanzing nmes as the data has evolved and becams
important and crucizl the methodolegy of protecting the data
has become very difficult as normal texiual passwords ane
no longer considered relisble for data accessing. Passwords
are secrets that are hidden from everyone to restrict aocess o
& computer system Passwords can be defined as a collaction
of the string of characters, mumbers, and special symbaols;
kept to verfy the idemtity of the wuser during the
suthenfication phase.

In cument times, where every dooument is confidential
and is password protected; keeping a soong password is a
biz challense. Passwords are kept bv users as per user’s

graphical

downloading a file requires a password, downleading an
application  requires suthenfication; using the same
application is also password or pattern protected. With cash
in hand to plastic money, things and econony have evolved
to an extent where buying products and commeodities also
require P mumbers or password.

It is also certainly proven thar users tend to kesp
predictable passwords. The human tendency is to kesp well
memorable passwords with fewer effors taken towards
keeping a more secure password; they use multple codes
with the same trend or pattern, so users tend to keep
repetiive, easily memorable passkeys which, therefore,
result in easily “guessable’ passwords. Multple predictable
tools like- dictionaries or probabilistic models are used by
inmders for pguessing passwords., Basically, mmltiple
attempts are done by intruders for a particular aftack. At this
stage, it has becnn:u} cracial to rethink how to make our
computer systems of devices which are using passwords as
enry-mode to become more and more secure. It s,
therefore, very important to fizure out their capacity to all
Emessing attacks.

Cme important component for gaining suthentication is a
password. For analyzing the need of the hour it is essental
to understand various authentication techniques of password
and how they are different ffom each other. Aunthentication
is 8 process of giving access to & legitimate user after
entering the comect password  Authenticadon verifies
whether 3 user is legiimare or mot or a robot Broadly
suthenficaion techniques can be divided info three
categories- Token- based, Biometric, Enowledze- based [4]
as discussed below:
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Abstract

The traditional electrical grid or power grid is presently undergoing a range of serious
efforts to become a smart grid. In the present scenario, the energy or power is distributed
from the power plants to the consumers via long-range transmission and distribution
networks in the traditional grid networks. In these networks, information monitoring
and management are limited to the distribution networks that distribute the electric
power within a specified area to the consumer. The main reasons to introduce the
concept of smart grid include reliability, rising demands, renewable energy resources,
and utilization to name a few. The collaboration of cognitive radio technology with smart
grid system fulfills the complex communication necessities of the smart grid. With the
help of cognitive radio-based communications in smart grid, the problem of
underutilization/shortage of spectrum via flexible usage of licensed frequency bands for
future application of smart grid can be overcome. The cognitive radio-based smart grid
system can also reduce the consumption of power and interoperability among
heterogeneous communication networks. This paper presents a survey of spectrum
sharing techniques in cognitive radio-based smart grid along with the advantages and
disadvantages of the techniques.
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