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REVIEW

Quasigroups and their applications in cryptography

Dimpy Chauhan, Indivar Gupta, and Rashmi Verma

ABSTRACT
Quasigroups have wide applications in coding theory and
cryptography. We present a brief survey on quasigroups and
discuss their applications in designing various cryptographic
primitives including block cipher, stream cipher, hash function,
public-key schemes, etc.

KEYWORDS
Block ciphers; cryptographic
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1. Introduction

Toward the end of the eighteenth century, two seminal papers (Euler 1782,
1849) on pairs of mutually orthogonal Latin squares were published by
Euler. It is closely related to the idea of a quasigroup which first appeared
in combinatorics. The notion of quasigroup was introduced in 1929 by
Suschkewitsch (Suschkewitsch 1929). The term “quasigroup” was first used
by Moufang (1935), who considered certain quasigroups with a unity
(which were later on named as loops). The structures, properties and exist-
ence of large number of quasigroups of certain order enable the quasigroup
to be applied in many theories like telecommunications, experimental
designs, coding theory, cryptography, etc. Various results related to applica-
tions of quasigroups in coding theory and cryptology have been discussed
in D�enes and Keedwell (1974, 1991, 2001).
A quasigroup is an algebraic structure similar to a group but it differs

from a group in several properties, particularly it is not necessarily associa-
tive. But an associative quasigroup forms a group. Hence every group is a
quasigroup but a quasigroup need not be a group. Quasigroups are import-
ant to cryptography because of two reasons. Firstly, the closure and inver-
sion properties of quasigroups make handy tools for creating
cryptosystems. Further, the lack of associativity gives rise to one-way func-
tions in an easier way. The use of the quasigroups provides permutations
and substitution networks which are used in various cryptographic struc-
tures. These permutations and substitutions are generated more easily and
require less device memory. They can even act “locally” on a single block
of a plaintext. Reader may refer Belousov (1967, 1972, 1981), Laywine and
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Mullen (1998), Pflugfelder (1990) and Shcherbacov (2003) for basics of
quasigroup theory, and Belousov (1967, 1981), Pflugfelder (1990) and
Smith (1974) for their detailed study. Applications of quasigroups have
been discussed in Bruck (1971), Chein et al. (1990), Shcherbacov (2017)
and Syrbu (2014).
The associative algebraic structures such as groups, rings and fields, have

been used to construct most of the cryptographic primitives and to derive
methods for error detection and correction. D�enes (1979, 2000) and D�enes
and Keedwell (1974, 1991, 2001), have done a lot of work in cryptology
using non-associative algebraic systems. Quasigroups and their combinatorial
equivalent Latin squares are suitable for this purpose due to their structures,
features and the fact that they lead to construction of particular and efficient
primitives. Latin squares are the equivalent combinatorial structure of qua-
sigroups and have many interesting areas that are worth studying viz. trans-
versals of Latin squares, Mutually Orthogonal Latin Squares (MOLS) and
Latin subsquares. For introduction to the theory of Latin square and its
applications reader may refer to Belousov and Belyavskaya (1989), Laywine
and Mullen (1998), D�enes and Keedwell (1974) and Keedwell and D�enes
(2015). The orthogonal property of quasigroups and Latin squares make
them appropriate for application in coding theory and cryptology (D�enes
and Keedwell 1974). Latin squares have a variety of different practical appli-
cations viz. the construction of error correction telegraph codes, in designing
statistical experiments, to code messages, generate magic squares, etc.
As discussed earlier quasigroups have been used to realize many crypto-

graphic primitives. The security of the previously designed cryptographic
primitives like NASHA was based on large number of quasigroups of the
same order, secret quasigroup operations, large numbers of isotopies for a
given carrier, etc. However the newer designs like EdonX base their secur-
ity mostly on the difficulty of various factors such as solving systems of
quasigroup equations, finding order of elements in a quasigroup and solv-
ing a system of multivariate quadratic functions, etc.
The aim of this article is to illustrate the use of quasigroups and qua-

sigroup transformations in building suitable cryptographic primitives.
Section 2 presents a mathematical background on quasigroups and their
string transformations including characterization of some new types of qua-
sigroup transformations. In Section 3, several well-known ways of con-
structing huge quasigroups have been studied. We also discuss the
extended Feistel networks introduced by Markovski and Mileva (2009a). In
Section 4, we describe the representation of a finite quasigroup as a vector
valued Boolean function. Section 5 discusses S-boxes and their crypto-
graphic properties. The construction of some cryptographic primitives
based on quasigroups have been explained in Section 6. Conclusions are
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finally drawn in Section 7. In this paper, we will not address details on
cryptography for which the reader may reference books by Menezes, van
Oorschot, and Vanstone (1997), Stinson and Paterson (2019), Katz and
Lindell (2008), Beutelspacher (2002), Moldovyan (1998) and Moldovyan,
Moldovyan, and Eremeev (2004).

2. Some basic concepts

In this section, we discuss basic mathematical background of quasigroups
and their string transformations which is needed for the understanding of
further topics. For more mathematical background refer Belousov (1967),
D�enes and Keedwell (1974, 1991), Laywine and Mullen (1998) and
Smith (1974).

Definition 1. Let (Q, A) be an n-ary groupoid with n-ary operation A. (Q, A) is
called an n-ary quasigroup if in the equality Aðx1, x2, :::, xnÞ ¼ xnþ1 on knowing
any n elements of the set fx1, x2, :::, xn, xnþ1g uniquely specifies the remaining
one element.

Definition 2. An n-ary groupoid (Q, A) is said to be a cancellative n-ary
groupoid if it satisfies the cancelation law:

Aðx1, :::, xi, a, xiþ2, :::, xnÞ ¼ Aðx1, :::, xi, b, xiþ2, :::, xnÞ ) a ¼ b

for all xi 2 Q where i ¼ 1, 2, :::, n:

Taking n¼ 2 in the Definition 1, n-ary quasigroup is called quasigroup
and is defined as below.

Definition 3. Let ðQ, �Þ be a binary groupoid. ðQ, �Þ is called a quasigroup
if there exist unique solutions x, y 2 Q of the equations x � a ¼ b and a �
y ¼ b for all ordered pair ða, bÞ 2 Q2:

Note: From Definition 3 it can be said that every group is a quasigroup but
a quasigroup differs from a group in several properties, particularly non-
associativity. A quasigroup which satisfies associative law forms a group.
Hence sometimes quasigroups are considered as “non-associative groups.”
Some examples of quasigroups (that are not groups) are ðZ,�Þ, ðQnf0g,�Þ
and ðRnf0g,�Þ: Any quasigroup having identity element is known as a
loop. In this article we shall consider only finite quasigroups.

Definition 4. Let Q be a finite set with cardinality n. A Latin square L on
Q is a square matrix of order n with elements from Q such that in any row
or column of the matrix none of the element occurs twice.

A Latin square with border form a multiplication table, whereas a multi-
plication table of a finite quasigroup is just a Latin square. However a
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quasigroup has more than one Latin square associated with it since along
with its border elements its rows or/and columns can be permuted.

Definition 5. A Groupoid ðG, �Þ is called a solvable groupoid if for all
ordered pair ða, bÞ 2 G2, the equations x � a ¼ b and a � y ¼ b have solu-
tions x, y 2 G:

Definition 6. A Groupoid ðG, �Þ is called a cancellative groupoid, if for
every c, x, y 2 G, c � x ¼ c � y) x ¼ y and x � c ¼ y � c) x ¼ y:

For any given quasigroup ðQ, �Þ, the operations =, n, :, == and nn on the
set Q are as follows:

x=y ¼ z() z � y ¼ x right divisionð Þ,
xny ¼ z() x � z ¼ y left divisionð Þ,
x:y ¼ z() y � x ¼ z opposite multiplicationð Þ,
x==y ¼ z() y=x ¼ z() z � x ¼ y opposite right divisionð Þ
and xnny ¼ z() ynx ¼ z() y � z ¼ x opposite left divisionð Þ:

The set Par(�)¼ {�, =, n, :, ==, nn} is known as the set of parastrophes of
quasigroup operation � and jPar(�)j � 6:

Definition 7. An algebraic quasigroup ðQ, � , n, =Þ is said to be a type (2,
2, 2) algebra if it satisfies the identities:

y ¼ x � ðxnyÞ
y ¼ xnðx � yÞ
y ¼ ðy=xÞ � x
y ¼ ðy � xÞ=x:

8>>>><
>>>>:

(1)

Definition 8. Let ðG, �Þ be a groupoid and let a be a fixed element in G.
The left and the right translations denoted by La and Ra are defined as
LaðxÞ ¼ a � x and RaðxÞ ¼ x � a respectively, for each a 2 G:

There exist one more translation known as middle translation. Let Pa be a
middle translation of a quasigroup ðG, �Þ then for all x 2 G, x � PaðxÞ ¼ a:
In Pflugfelder (1990), Pflugfelder has given the following definition

of quasigroup:

Definition 9. A groupoid ðQ, �Þ is called a quasigroup if for all a 2 Q, La :
Q! Q,Ra : Q! Q are bijections maps.

For all a, b 2 Q, the equation x � a ¼ b has a unique solution x in Q
() Ra is the bijection map on Q.
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For all a, b 2 Q, the equation a � y ¼ b has a unique solution y in
Q () La is the bijection of the set Q.

Definition 10. n-ary groupoids ðQ, f1Þ, ðQ, f2Þ, :::, ðQ, fnÞ are called orthog-
onal, if the following system of equation:

f1ðx1, x2, :::, xnÞ ¼ a1
f2ðx1, x2, :::, xnÞ ¼ a2
:::

fnðx1, x2, :::, xnÞ ¼ an

8>>>><
>>>>:

(2)

has unique solution for any fixed n-tuple a1, a2, :::, an 2 Q:

2.1. Quasigroup string transformations

Markovski, Gligoroski, and Andova (1997) introduced quasigroup string
transformations which were later investigated by several other researchers
(Markovski 2003; Markovski and Bakeva 2001; Markovski, Gligoroski, and
Bakeva 1999; Markovski and Kusakatov 2000, 2002–2003).
Let ðQ, �Þ be a finite quasigroup and Qþ ¼ fx1x2:::xn j xi 2 Q, n � 1g

denotes the set of all finite string over Q (also denoted by Qn and elements
by ðx1, x2, :::, xnÞ). For all l 2 Q, two functions el, � : Qþ ! Qþ and dl, � :
Qþ ! Qþ are defined as follows:

el, �ðx1x2:::xnÞ ¼ ðy1y2:::ynÞ () yj ¼
l � x1, j ¼ 1

yj�1 � xj, 2 � j � n

(
(3)

and

dl, �ðx1x2:::xnÞ ¼ ðz1z2:::znÞ () zj ¼
l � x1, j ¼ 1

xj�1 � xj, 2 � j � n:

(
(4)

These functions are called elementary quasigroup transformation or e- and
d- transformation of Qþ with leader l. Their graphical representation is
shown in Figures 1 and 2.

Figure 1. Graphical representation of el, � function.
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Example 2.1. Let Q ¼ Z4 ¼ f0, 1, 2, 3g and the quasigroup ðQ, �Þ and its
parastrophes ðQ, nÞ, ðQ, =Þ be as shown in Table 1. Consider a string in
Qþ, say x ¼ 1 2 0 1 1 0 0 1 0 0 0 2 2 3 0 1 0 0 0 3 1 1 0 0 and 1 be a
leader. Then by applying the transformation el, � and dl, � we will get the
following strings:

el, �ðxÞ ¼ 2 2 1 2 3 2 1 2 1 0 3 0 1 1 0 0 3 2 1 1 2 3 2 1

and dl, �ðxÞ ¼ 2 3 1 0 2 0 3 0 0 3 3 1 2 0 2 0 0 3 3 2 1 2 0 3.

Also dl, n ¼ 3 1 3 2 3 0 1 2 0 1 1 3 2 1 2 2 0 1 1 0 1 3 0 1.
Hence dl, nðel, �ðxÞÞ ¼ 1 2 0 1 1 0 0 1 0 0 0 2 2 3 0 1 0 0 0 3 1 1 0 0 ¼ x
and el, �ðdl, nðxÞÞ ¼ 1 2 0 1 1 0 0 1 0 0 0 2 2 3 0 1 0 0 0 3 1 1 0 0 ¼ x i.e.
el, � and dl, n are inverse transformations on Qþ.

From the fact that the algebra ðQ, � , n, =Þ satisfies the identities (1), the
following property holds:

Theorem 2.1. (Markovski, Gligoroski, and Bakeva 1999) Let ðQ, � , n, =Þ be
a finite quasigroup. Then for each string x 2 Qþ and for each leader l 2 Q
we have that el, � and dl, n are mutually inverse permutations of Qþ,
i.e. dl, nðel, �ðxÞÞ ¼ x ¼ el, �ðdl, nðxÞÞ:

From Theorem 2.1 we can conclude that the transformations el, � and
dl, n can be used for defining suitable encryption and decryption functions.
Let x ¼ x1x2:::xn 2 Qþ and l 2 Q: Similar string transformations e0l, � :

Qþ ! Qþ and d0l, � : Q
þ ! Qþ are defined as follows:

Figure 2. Graphical representation of dl, � function.

Table 1. A quasigroup ðQ, �Þ and its parastrophes ðQ, nÞ, ðQ, =Þ:
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e0l, �ðx1x2:::xnÞ ¼ ðy1y2:::ynÞ () yj ¼
xn � l, j ¼ n

xj � yjþ1, 1 � j � n� 1

(
(5)

and

d0l, �ðx1x2:::xnÞ ¼ ðz1z2:::znÞ () zj ¼
xn � l, j ¼ n

xj � xjþ1, 1 � j � n� 1:

(
(6)

Their graphical representation is shown in Figures 3 and 4.
Theorem 2.1 also holds for the transformations e0l, � and d0l, n: Hence these

transformations can also be used for defining suitable encryption and
decryption functions.
Markovski, Gligoroski, and Bakeva (1999) defined the composition of

elementary quasigroup transformations known as composite quasigroup
transformation as follows:
Let �1, �2, :::, �n be n quasigroup operations on Q and let for i ¼

1, 2, :::, n, eli , dli , e
0
li
, d0li be the transformations defined as in (3, 4, 5, 6) by

choosing fixed leaders l1, l2, :::, ln 2 Q: Let tli be any of the transformations
eli , dli , e

0
li
, d0li , then E,D,E0,D0 and T can be defined as:

E ¼ EðnÞln, :::, l1
¼ eln � eln�1 � � � � � el1 , (7)

D ¼ DðnÞln, :::, l1
¼ dln � dln�1 � � � � � dl1 , (8)

E0 ¼ E0ðnÞln, :::, l1
¼ e0ln � e

0
ln�1 � � � � � e

0
l1 , (9)

D0 ¼ D0ðnÞln, :::, l1
¼ d0ln � d

0
ln�1 � � � � � d

0
l1 , (10)

and

T ¼ TðnÞln, :::, l1
¼ tln � tln�1 � � � � � tl1 (11)

Figure 3. Graphical representation of e0l, � function.

Figure 4. Graphical representation of d0l, � function.
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There is an e-transformation in which the leaders are the elements of the
input string taken in reverse order, namely reverse string transformation
which was introduced by Gligoroski (2004) and is defined as follows:

Definition 11. Let n be a positive integer, ðQ, �Þ be a quasigroup and xj 2
Q, 1 � j � n: Quasigroup reverse string transformation R : Qn ! Qn is
defined as composition of e-transformations in following way:

Rðx1, x2, :::, xnÞ ¼ ðex1 � ex2 � ::: � exnÞðx1, x2, :::, xnÞ:

2.2. Some important quasigroup transformations

Definition 12. (Markovski and Mileva 2009b) A groupoid ðG, �Þ is said to
be a left quasigroup (a right quasigroup) if the equation x � a ¼ b ða � y ¼ bÞ
have a unique solution x(y) in G for every a, b 2 G:

Proposition 1. (Markovski and Mileva 2009b) Let ðG,þÞ be a group and let
ðG, �Þ be a quasigroup. Then the operation 	 defined by x 	 y ¼ ðxþ yÞ � y
defines a left quasigroup ðG, 	Þ:

Proposition 2. (Markovski and Mileva 2009b) Let ðG,þÞ be a group and let
ðG, �Þ be a quasigroup. Then the operation � defined by x � y ¼ x � ðxþ yÞ
defines a right quasigroup ðG, �Þ:
Some new types of quasigroup transformations have been defined for

constructing cryptographic primitives. We will discuss some of these primi-
tives in Section 6.

Definition 13. (Mileva and Markovski 2010) Let ðQ, �1Þ and ðQ, �2Þ be two
orthogonal quasigroups. Then orthogonal quasigroup string transformation
is a map OT : Qþ ! Qþ defined by the following iterative procedure:

OTðx1Þ ¼ x1, OTðx1, x2Þ ¼ ðx1�1x2, x1�2x2Þ and if OTðx1, x2, :::, xt�2, xt�1Þ
¼ ðz1, z2, :::, zt�1Þ is defined for t > 2, then

OTðx1, x2, :::, xt�1, xtÞ ¼ ðz1, z2, :::, zt�1�1xt, zt�1�2xtÞ, where xi 2 Q:

In 2008, Markovski and Mileva defined quasigroup additive string trans-
formation, quasigroup reverse additive string transformation and qua-
sigroup main transformation which were used in the design of NaSHA
hash family (Markovski and Mileva 2008). More details on NaSHA hash
family is described in Section 6.5.
Let G ¼ Z2n , ðG, �Þ be a quasigroup and “þ” denotes the addition mod-

ulo 2n:
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Definition 14. Quasigroup additive string transformation Al : Gþ ! Gþ

with leader l is the transformation defined as follows:

Alðx1x2:::xtÞ ¼ ðz1z2:::ztÞ () zj ¼
ðlþ x1Þ � x1, j ¼ 1

ðzj�1 þ xjÞ � xj, 2 � j � t

(

where xi, zi 2 G, t � 1:

Definition 15. Quasigroup reverse additive string transformation RAl :
Gþ ! Gþ with leader l is the transformation defined as follows:

RAlðx1x2:::xtÞ ¼ ðz1z2:::ztÞ () zj ¼
xj � ðxj þ zjþ1Þ, 1 � j � t � 1
xt � ðxt þ lÞ, j ¼ t

�
where xi, zi 2 G, t � 1:

Let for fixed elements l1, l2, :::, ls 2 G ,Ali and RAli be transformations
defined as above. Let for i ¼ 1, 2, :::, s, mli denotes any of the previous
transformations Ali , RAli : Define a transformation M as:

M ¼ ml1 �ml2 � � � � �mls :

Let for each element z 2 G ¼ Z2n , qðz, bn2c) denotes the element of G
obtained by rotating the n-bit representation of z to the left by bn2c bits. For
a given string Z ¼ ðz1z2:::ztÞ 2 Gt, qðZÞ denotes the string given by:

qðZÞ ¼ q z1,
n
2

j k� �
:::q zt,

n
2

j k� �� �
2 Gt:

A function qðf Þ ¼ qðf ÞðZÞ was defined for f ¼ f ðZÞ as qðf ÞðZÞ ¼
f ðqðZÞÞ:
Definition 16. Quasigroup main transformation MT : Gþ ! Gþ with
complexity k is defined as:
For each xi 2 G,

MT ðx1x2:::xtÞ ¼ qðRAl1ÞðAl2ð:::ðqðRAlk�1ÞðAlkðx1x2:::xtÞÞÞ:::ÞÞ
i.e. as composition of transformations of the type Ali followed by the func-
tion qðRAljÞ, where the leaders li and lj are suitably chosen as a function
depending on variables x1, x2, :::, xt: Here MT ¼ qðRAl1Þ � Al2 �
:::qðRAlk�1Þ � Alk , where � denotes a composition operation.

Note:

qðRAlk�1Þ � Alkðx1x2:::xtÞ ¼ RAlk�1ðqðAlkðx1x2:::xtÞÞ
¼ RAlk�1ðz1z2:::ztÞ

and so on, where Alkðx1x2:::xtÞ ¼ ðz1z2:::ztÞ:
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3. Generation of huge quasigroups

With the help of Latin square, a quasigroup can be constructed. Small
order quasigroup can be easily represented by its multiplicative table. But
this cannot be done for quasigroup of huge order such as
216, 264, 2128, 2256, 2512, ::: (known as huge quasigroups) that are used in the
construction of some cryptographic primitives. Some of the known con-
structions of huge quasigroups are discussed as follows.

3.1. Generation of huge quasigroups using extended Feistel networks

Definition 17. (D�enes and Keedwell 1991) A complete mapping of a group,
quasigroup or loop ðG,þÞ is a bijection mapping / : G! G such that the
mapping h : G! G defined by hðxÞ ¼ xþ /ðxÞ (h ¼ I þ /, where I is the
identity mapping) is again a bijective mapping of G. The mapping h is called
orthomorphism associated to the complete mapping / and group (qua-
sigroup) G is admissible if there exist a complete mapping / : G! G:

Extended Feistel networks Fa, b, c are defined by Markovski and Mileva
(2009a) as:
Let ðG,þÞ be an abelian group and let f : G! G be a function. Let

a, b, c 2 G be constants. The extended Feistel network Fa, b, c : G2 ! G2 gen-
erated by f is defined as:

Fa, b, cðl, rÞ ¼ ðr þ a, lþ bþ f ðr þ cÞÞ, for every ðl, rÞ 2 G2:

If f is a bijection mapping then Fa, b, c is an orthomorphism of the group
ðG2,þÞ (in other words Fa, b, c and Fa, b, c � I are bijections), so by Sade’s
diagonal method (Sade 1957) a quasigroup ðG2, �Fa, b, cÞ is defined as:

X �Fa, b, c Y ¼ Fa, b, cðX � YÞ þ Y

The parameters a,b,c of Fa, b, c can be used for different purposes so this
construction is suitable for many applications. A quasigroup of large order
(i.e. huge quasigroup) can be constructed from a group of small order and
using iteration. This can be done as follows:
Let f be a bijection on G from which a bijection map f1 ¼ Fa, b, c is gener-
ated on G2. By choosing constants a1, b1, c1 2 G2, a suitable extended
Feistel network Fa1, b1, c1 can again be generated and a quasigroup

ðG4, �Fa1, b1, c1 Þ of order jGj4 can be produced by using Sade’s diagonal

method. Continuing like this, a quasigroup having order jGj2
k

gets gener-
ated after k steps.
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Note that the only thing that is to be kept in memory is the starting
bijection f. Some more constructions of quasigroups by using different
types of Feistel networks are given by Mileva and Markovski (2012).

3.2. Generation of huge quasigroups using T-functions

Definition 18. (Klimov and Shamir 2002) T-function (T stands for triangu-
lar) is a mapping that associates an n-bit input to an n-bit output in which
ith bit of the output can depend only on the input bits 0, 1, 2, :::, i:

Most of the arithmetical operations and all the Boolean operators that
are available on modern processors, and their compositions are examples
of T-functions. The definition of T-function can be extended to a function
from several n-bit inputs to several n-bit outputs. Circular rotations and
right shifts are not T-functions.
Huge quasigroups have been constructed by using T-functions by

Courtois et al. (2000) and one more way of achieving huge quasigroups is
given by Samardziska, Markovski, and Gligoroski (2010) as follows:
Let Q ¼ Z2s and let the elements of Q be represented in binary as bit

strings of length s. Let b be a constant Boolean vector and xs, :::, x1 be
Boolean variables. Let A1 ¼ ½fij
s�s and A2 ¼ ½gij
s�s with variables xs, :::, x1
be upper triangular matrices of linear Boolean expressions such that the
following holds:

(i) fii ¼ 1, gii ¼ 1 and fis are constants, 8 i ¼ 1, 2, :::, s:
(ii) fij can only depend on the variables xs�j, :::, x1 8 i < j < s:
(iii) gij can only depend on the variables xs, :::, x1, 8 i < j.

Let the binary representation of the variables x and y over Q be x ¼
ðxs, :::, x1Þ and y ¼ ðys, :::, y1Þ: Then ðQ, �Þ is a quasigroup of order 2s,
where � is defined as:

x � y ¼ A1:ðxs, :::, x1ÞT þ A2:ðys, :::, y1ÞT þ bT:

The parastrophe ðQ, nÞ is defined as:

xny ¼ A�12 :ððys, :::, y1ÞT � A1:ðxs, :::, x1ÞT � bTÞ:

3.3. Generation of huge quasigroups using simple isotopies

Two huge quasigroups of order 2256 and 2512 that are used in the compres-
sion function of the hash function Edon-R given by Gligorovski et al.
(2008) have been discussed in Section 6.5. Their operations are defined by

isotopies of the abelian group ððZ2sÞ8,þ8Þ, where s¼ 32 and s¼ 64,
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respectively. (þ8 denotes component-wise addition on two 8-dimensional

vectors in ðZ2sÞ8Þ: The quasigroup operation � is defined as:

X � Y ¼ p1ðp2ðXÞþ8p3ðYÞÞ

where X ¼ ðX0,X1, :::,X7Þ,Y ¼ ðY0,Y1, :::,Y7Þ 2 ðZ2sÞ8 and pi : Z2s !
Z2s , 1 � i � 3, are permutations obtained in a suitable and efficient sim-
ple way.

4. Quasigroups as vector valued Boolean functions

Let F2 denotes a Galois field with two elements. A map f : Fk
2 ! Ft

2, ðt �
1Þ is known as a vector valued Boolean function. Any such function can be
written as t k-ary Boolean functions which are nothing but functions fi :

Fk
2 ! F2, as follows:

f ðx1, :::, xkÞ ¼ ðf1ðx1, :::, xkÞ, f2ðx1, :::, xkÞ, :::, ftðx1, :::, xkÞÞ,
where

f1ðx1, :::, xkÞ ¼ y1, :::, ftðx1, :::, xkÞ ¼ yt () f ðx1, :::, xkÞ ¼ ðy1, :::, ytÞ:

Every Boolean function of k variables fiðx1, x2, :::, xkÞ can uniquely be rep-
resented in Algebraic Normal Form(ANF) as:

fiðx1, x2, :::, xkÞ ¼
X

I�f1, 2, :::, kg
aI

Y
i2I

xi
� �

where the coefficients aI 2 F2 and the addition & multiplication are over
F2: This representation gives the algebraic degree of the vector valued
Boolean function which is the maximum of the degrees of its component
polynomials i.e.

degðf Þ ¼ maxfdegðfiÞji 2 f1, 2, :::, kgg: (12)

Every quasigroup ðQ, �Þ of order n where n ¼ 2d and n � 2 can be rep-
resented as a vector valued Boolean function (Gligoroski, Dimitrova, and
Markovski 2009). In other words a quasigroup can be represented as a map
f : F2d

2 ! Fd
2: Thus for each x, y, z 2 Q, with binary representations

ðx1, x2, :::, xdÞ, ðy1, y2, :::, ydÞ and ðz1, z2, :::, zdÞ respectively, the operation
x � y ¼ z can be represented as:

f ðx1, x2, :::, xd, y1, y2, :::, ydÞ ¼ ðz1, z2, :::, zdÞ
¼ ðf1ðx1, :::, xd, y1, :::, ydÞ, :::, fdðx1, :::, xd, y1, :::, ydÞÞ

where for each i ¼ 1, 2, :::, d, zi ¼ fiðx1, :::, xd, y1, :::, ydÞ and fi : F
2d
2 ! F2:

f is a linear function if deg(f) ¼ 1. Linear and affine function may also be
defined as follows:
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Definition 19. Let ðG,þÞ be a group. A function f : G! G is said to be
an affine function if for each x, y 2 G, f ðxþ yÞ ¼ f ðxÞ þ f ðyÞ � f ð0Þ,
where 0 2 G is the identity element. An affine function f with f ð0Þ ¼ 0 is a
linear function.

According to the algebraic degree, quasigroups can be divided into two
disjoint classes viz. the linear and the non-linear quasigroups (Dimitrova
2010; Gligoroski, Dimitrova, and Markovski 2009). Linear quasigroups are
those quasigroups which have all of its component Boolean functions linear
i.e. of degree 1 and has algebraic degree 1. Otherwise the quasigroups (hav-
ing greater than 1 algebraic degree) belong to the class of non-linear qua-
sigroups. For generating non-linear cryptographic primitives it is not a
good practice to use a quasigroup with any linear component Boolean
function. Non-linear quasigroups can further be classified into weak non-
linear and pure non-linear quasigroups. A quasigroup is called weak non-
linear quasigroup if it has at least one component Boolean function of
degree 1 and at least one component Boolean function of degree greater
than 1. A pure non-linear quasigroup is the one which has all its compo-
nent Boolean functions of degree greater than 1.

Definition 20. (Gligoroski, Markovski, and Knapskog 2008b) A quasigroup
ðQ, �Þ of order 2d is called Multivariate Quadratic Quasigroup (MQQ) of
type Quadd�kLink if exactly d – k of the polynomials fi are of degree 2 (i.e.
quadratic) and k of them are of degree 1 (i.e. linear) where 0 � k < d:

5. S-boxes and their cryptographic properties

There does not exist any formal definition for S-boxes but they are defined
as lookup tables and that can be interpreted as Boolean maps or vector val-
ued Boolean functions. Any given S-box that maps n bits to m bits can be
presented as a Boolean map S : Fn

2 ! Fm
2 , where F2 is a Galois field with

two elements. It can be represented by m Boolean functions of n variables.
Now we discuss some cryptographic properties of S-boxes. For detailed

study the reader may reference Wu and Feng (2016). Let F n be the set of
all Boolean functions in n variables, Ln 
 F n be the set of linear Boolean
functions and An 
 F n be the set of affine Boolean functions.
Also Ln 
 An 
 F n:
A Boolean function is said to be balanced if its truth table has equal

number of zeroes and ones. This is one of the criterion which a Boolean
function should satisfy.
Let f(x), gðxÞ 2 F n, then the distance between f(x) and g(x) is the num-

ber of coordinates in which their truth tables differs and is denoted by
d(f, g).
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The non-linearity of a Boolean function f ðxÞ 2 F n, denoted by Nf, is
defined as the minimum distance between f(x) and the set of all affine
functions i.e.

Nf ¼ minfdðf ðxÞ, lðxÞÞ : lðxÞ 2 Ang:

Let f ðxÞ 2 F n, then f(x) is said to satisfy the propagation criterion if
f ðxÞ� f ðx� aÞ is always a balanced Boolean function for any nonzero vec-
tor a 2 Fn

2: A Boolean function f ðxÞ 2 F n satisfies the strict avalanche cri-
terion (SAC), if for all a 2 Fn

2 such that wtðaÞ ¼ 1, f ðxÞ� f ðx� aÞ is
always balanced (where wtðaÞ is the hamming weight of a). Further f ðxÞ 2
F n is called perfect non-linear if f ðxÞ� f ðx� aÞ is always a balanced
Boolean function for any nonzero vector a 2 Fn

2: Note that SAC is the
propagation criterion of order 1.
Let x, y 2 Fn

2 be such that x ¼ ðx0, x1, :::, xn�1Þ, y ¼ ðy0, y1, :::, yn�1Þ, then

the canonical dot product of x and y can be written as x:y ¼
Pn�1

i¼0 xiyi:
According to the results in Pommering (2005) on linearity of Boolean

maps, the linearity of an S-box can be defined as:

LinðSÞ ¼ max
1
22n

SWðu, vÞ2 : u 2 Fn
2, v 2 Fm

2 , ðu, vÞ 6¼ 0

� �
(13)

where u and v are the part of input and output values respectively of the
S-box.
The Walsh spectrum SW of this S-box is defined in Pommering (2005)

as:

SWðu, vÞ ¼
X
x2Fn

2

ð�1Þu:xþv:SðxÞ: (14)

The linearity of S-box is a property that gives a measure for the resistance
of S against linear cryptanalysis. It has been proved that LinðSÞ � 1

2n

(Chabaud and Vaudenay 1995).
The differential potential of an S-box is defined in Pommering (2005) as:

Diff ðSÞ ¼ max
1
2n

DSðu, vÞ2 : u 2 Fn
2, v 2 Fm

2 , ðu, vÞ 6¼ 0

� �
(15)

where

DSðu, vÞ ¼ jfx 2 Fn
2 : Sðx� uÞ ¼ SðxÞ� vgj: (16)

Diff(S) of an S-box is used to measure the resistance against differential
cryptanalysis. For any S-box, Diff ðSÞ � 1

2m :
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6. Cryptographic primitives based on quasigroups

Mileva and Markovski (2012) defined Shapeless Quasigroup as follows:

Definition 21. A quasigroup ðQ, �Þ of order r is said to be shapeless iff it
is non-associative, non-commutative, non-idempotent, it does not contain
proper sub-quasigroups, it does not have neither left nor right unit, and
there is no k < 2r for which identities of the kinds are satisfied:

x � ðx � :::ðx � ðx|fflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflffl}
k

�yÞÞÞ ¼ y, ðððy � xÞ � xÞ � :::Þ � x|fflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflffl}
k

¼ y

They proposed various constructions of huge shapeless quasigroups. The
idea of shapeless quasigroup was extended to perfect quasigroup to
improve security against linear and differential attacks.

Definition 22. (Mileva 2010) A quasigroup ðQ, �Þ of order r is said to be
perfect if it is pure non-linear, non-correlated and restricted shapeless.

According to the properties of quasigroups, for every n, the set of all
quasigroups Qn can be classified into two disjoint classes viz. the class of
fractal and the class of non-fractal quasigroups (Dimitrova and Markovski
2007; Markovski, Dimitrova, and Samardjiska 2010). Qn can also be classi-
fied into two disjoint classes by taking into consideration how the period
of the string etl, �ðbÞ is growing for a periodic string b in a quasigroup.
These two classes are the class of exponential and the class of linear qua-
sigroups. If the period of the string etl, �ðbÞ of a quasigroup is bounded

below by an exponential function constant c:2at, for some positive con-
stants c and a, then the quasigroup is called exponential quasigroup other-
wise it is a linear quasigroup. This has been discussed in more detail in
Dimitrova and Markovski (2004), Markovski (2003) and Markovski,
Gligoroski, and Kocarev (2005). In the subsequent section we discuss con-
structions of various cryptographic primitives based on quasigroups.

6.1. S-boxes defined by quasigroups

S-boxes, in almost all modern block ciphers are the only non-linear part
and hence play a fundamental role in the design of a cryptosystem. In
order to make the cipher secure against various types of attacks, the S-
boxes should be chosen very carefully. Confusion of the input data is the
main purpose of the S-boxes. S-boxes have a slight amount of data, there-
fore in order to satisfy cryptographic properties, the S-boxes construction
should be made carefully.
Quasigroup also works as an S-box. For example, a quasigroup of order

4 can be considered as a 4� 2 bits S-box with 2� 2 bits as input and 2 bits
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output. Consider a quasigroup as shown below and suppose we have a 4-
bits input B¼ 0110 to the S-box then the output will be computed as
SðBÞ ¼ 01 � 10 ¼ 1 � 2 ¼ 1 ¼ 01 ð¼ output) is the 2-bits output.

There are 576 quasigroups of order 4, out of which 144 are linear and
432 are non-linear. Only non-linear ones are used to construct quasigroup
based S-boxes (known as Q-S-boxes).
Bogdanov et al. (2007) proposed an ultra-light block cipher PRESENT.

The S-boxes in PRESENT is resultant of the complete search of 16! bijec-
tive 4� 4 bit S-boxes. Only 16 different non-equivalence classes were
obtained and all the S-box members that these classes contain are optimal
with respect to linear and differential properties. Instead of the complete
search of 16! bijections Mihajloska and Gligoroski (2012) designed a fast
and elegant technique that construct cryptographically strong Q-S-boxes by
using quasigroup of order 4. In their investigation they chose to work with
2, 4 different leaders and 4 rounds, and 8 different leaders and 8 rounds
and proposed the algorithm given in Table 2.
The algorithm ends up with a 4� 4bit Q-S-box and in order to get optimal

Q-S-box, the conditions of linearity and differential potential were also checked.
At least 4 number of rounds were used, and using the described algorithm Q-S-
boxes were generated in different ways that depend on the chosen number of
rounds and leaders. Figure 5 shows the working of the algorithm for 4 rounds.

Table 2. Construction of one Q-S-box.
Algorithm for generation of Q-S-boxes

Input: A non-linear quasigroup ðQ, �Þ of order 4, a positive integer r-the number rounds, the leaders l 2 Q
(usually, their number is the same as the number of rounds).

Output: Optimal Q-S box.

Step 1: Generate all possible input blocks of 4 bits in the lexicographic ordering (they are 24 in number);
Step 2:Take input blocks one by one, and for each of the 24 input do:
Step 2.1: On the input block apply e-transformation with leader l;
Step 2.2: Reverse the result obtained from 2.1 and again apply e-transformation with leader l;
Step 2.3: Repeat 2.1 and 2.2 r times;
Step 2.4: Save the result of the last round;
Step 3: Concatenate all saved results which generate permutation of order 16 or 4�4-bit Q-S-box;
Step 4: Check if linearity ¼ 1

4 and differential potential ¼ 1
4 (as per Equations (13) and (15)):

Step 4.1: If yes, put it in the set of optimal Q-S-boxes;
Step 4.2: If not, input l and go to step 1;
Step 5: Analyze the optimal set of newly obtained Q-S-boxes;
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One representative of Q-S-boxes obtained from the algorithm in which
all output bits have 3 algebraic degree is given in Table 3 (taken from
Mihajloska and Gligoroski (2012)).
One more method for generating 4� 4 bit S-box has been proposed by

Yu and Xu (2017). In their method they worked on pure non-linear 3-qua-
sigroups of order 4.

6.2. Block ciphers

A block cipher is simply a function that maps blocks of n-bit plaintext into
blocks of n-bit ciphertext (n is known as the block length). By using a
secret key, a block cipher encrypts a block of plaintext into a block of
ciphertext having the same length. Let P, C and K denote the spaces of
plaintext, ciphertext and keys respectively. Let M 2 P and C 2 C: An n-bit
block cipher is an invertible mapping E : P � K ! C (encryption function)
such that for all K 2 K, EðM,KÞ ¼ C and D : C � K ! P is the decryp-
tion function, denoted as D(C, K) such that DðEðM,KÞ,KÞ ¼ M:

If P ¼ C ¼ K ¼ f0, 1gn, then the quasigroup operation is considered as
an encryption function E and its parastrophe as the decryption function D.
Here we show the design of the block cipher BCDMPQ (Block Cipher
Defined by Matrix Presentation of Quasigroups) given by Markovski
et al. (2014).
The matrix presentation of quasigroups of order 4 (Simjanovska,

Mihova, and Markovski 2013) is used in the design of BCDMPQ. A matrix
representation of a given 4 order quasigroup ðQ, �Þ has the form:

Figure 5. Graphical representation of 4 e-transformations with leaders l0, l1, l2, l3:

Table 3. Example of a Q-S-box given in its hexadecimal notation.
x 0 1 2 3 4 5 6 7 8 9 A B C D E F

S(x) C 1 2 E F 9 3 4 8 0 A B 7 D 6 5
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x � y ¼ mT þ AxT þ ByT þ CAxT � CByT (17)

for all x ¼ ðx1, x2Þ, y ¼ ðy1, y2Þ 2 Q (xi, yi are bits), where m ¼ m1 m2
	 


is some constant Boolean vector from Q, A ¼ a11 a12
a21 a22

� �
and B ¼

b11 b12
b21 b22

� �
are nonsingular Boolean matrices and C ¼ 1 1

1 1

� �
: The oper-

ation “�” in the equation denotes the multiplication of two vectors compo-
nent wise. Here the addition and multiplication are over the field GF(2).
Out of 144 quasigroups of form (17), 128 are chosen and stored in mem-

ory as snum, m1,m2, a11, a12, a21, a22, b11, b12, b21, b22, where snum (a 7 bit
number) denotes the number of quasigroup and m1, m2, a11, a12, a21, a22,
b11, b12, b21, b22 are the bits that arise in (17). 16 quasigroups are used in
the encryption and decryption algorithm in different steps, namely
Q1,Q2, :::,Q8, T1, :::,T8: The key of length 128 bits is shared as: 56 bits for
quasigroups Q1,Q2, :::,Q8 and T1,T2, :::,T8 (7 bits for each quasigroup) and
16 bits for leaders l1, l2, :::, l8 (two bits for each leader).
The design of BCDMPQ consists of 3 algorithms viz. Round key gener-

ation, Encryption and Decryption algorithm. In Table 4, we describe the
algorithm for the generation of round key out of the secret key of which a
fixed leader l ¼ 0 ¼ ½0, 0
 and fixed shapeless quasigroup Q are taken. Let
K be the secret symmetric key of 128 bits, tmp and ltmp are two auxil-
iary variables.
For any n, the block length of the message of BCDMPQ can be 8n. But

for the light version of the cipher, n¼ 8 is taken. Therefore, the plaintext
will split into 64 bits blocks, and on each of these blocks, encryption

Table 4. Round key generation algorithm of BCDMPQ.
Round key generation algorithm

Input: The secret key K ¼ K1K2:::K128, Ki are bits.
Output: The round key k ¼ k1k2:::k128, ki are bits.
Initialization: ðQ, �Þ is a fixed matrix quasigroup of order 4 such that a � a 6¼ a for each a 2 Q, l ¼ ð0, 0Þ is a

two bit leader.

for i ¼ 1 to 128 do
ki  Ki;

for i ¼ 1 to 4 do
ltmp  l;
for j ¼ 1 to 127 do
tmp  ðkj , kjþ1Þ;
ðkj , kjþ1Þ ¼ mT þ AlTtmp þ BtmpT þ CAlTtmp � CBtmpT ;
ltmp  ðkj , kjþ1Þ;

ltmp  l;
for j ¼ 128 to 2 do
tmp  ðkj�1, kjÞ;
ðkj�1, kjÞ ¼ mT þ AlTtmp þ BtmpT þ CAlTtmp � CBtmpT ;
ltmp  ðkj�1, kjÞ;
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algorithm is applied (If the length of the message is not divisible by 64
then an appropriate padding will be used).
Detailed encryption and decryption algorithm is given in Tables 5 and 6,

respectively.
In the encryption algorithm, there are mainly 2 steps. The matrices Q1,

Q2, :::, Q8 and T1,T2, :::, T8 are respectively used in the first and second
step. In the first step 64 bit block gets slitted into 8 smaller blocks having
size 8 bits, then an e-transformation is applied on each of these small blocks
(called mini-blocks) with a different quasigroup and a different leader (the
quasigroup Qi and the leader li are used in the ith mini-block). The final
string of first step is used as an input in the consecutive step. In the next
step, on each resulting string we apply e-transformation, repeating this 8
times with alternatively changing direction. The leader li and the qua-
sigroup Ti are used in the ith transformation.
In decryption algorithm the parastrophe ðQ, nÞ of the quasigroup ðQ, �Þ

has been used. If x � y ¼ z, then the matrix representation of y ¼ xnz is:

xnz ¼ B�1mT þ B�1ðI þ CÞAxT þ B�1ðCmT � CAxTÞ þ B�1zT

þ B�1ðCAxT � CzTÞ:

In decryption algorithm, the inverse operation mentioned above is used.
Firstly the e-transformation is reversed using the quasigroups T8,T7, :::,T1

Table 5. Encryption algorithm of BCDMPQ.
Encryption algorithm

Input: The round key k ¼ k1k2:::k128, and the plaintext message a ¼ a1a2:::a64, where ki , ai are bits.
Output: The ciphertext message c ¼ c1c2:::c64, ci is bits.
Initialization: Put li ¼ ðk2i�1, k2iÞ for i ¼ 1, 2, :::, 8:
Initialize the matrices AQi and BQi and the vector mQi for i ¼ 1, 2, :::, 8:
Look at the quasigroup Qi using the sequence number binary presented as ðk7i�6, k7i�5, :::, k7iÞ where i ¼ 1, 2, :::, 8:
Initialize the matrices ATi and BTi and the vector mTi for i ¼ 1, 2, :::, 8:
Look at the quasigroup Ti using the sequence number binary presented as ðk7ðiþ8Þ�6, k7ðiþ8Þ�5, :::, k7ðiþ8ÞÞ:
for i ¼ 1 to 8 do
ltmp  li;
for j ¼ 1 to 7 do
tmp ðaj , ajþ1Þ;
ðcj , cjþ1Þ ¼ mT

Qi
þ AQi l

T
tmp þ BQi tmp

T þ CAQi l
T
tmp � CBQi tmp

T ;

ltmp  ðcj , cjþ1Þ;
for i ¼ 1 to 4 do
ltmp  li;
for j ¼ 1 to 63 do
tmp ðcj , cjþ1Þ;
ðcj , cjþ1Þ ¼ mT

Ti þ ATi l
T
tmp þ BTi tmp

T þ CATi l
T
tmp � CBTi tmpT ;

ltemp  ðcj , cjþ1Þ;
ltmp  liþ4;
for j ¼ 64 to 2 do
tmp ðcj�1, cjÞ;
ðcj�1, cjÞ ¼ mT

Tiþ4 þ ATiþ4 l
T
tmp þ BTiþ4 tmp

T þ CATiþ4 l
T
tmp � CBTiþ4 tmpT ;

ltmp  ðcj�1, cjÞ;
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sequentially (i.e. in the reverse order of quasigroups), then the e-transfor-
mations of the mini-blocks are reversed using the quasigroups
Q8,Q7, :::,Q1: Only preliminary security investigations were done in the
cipher BCDMPQ.
In 1995, Carter et al. proposed a design of block cipher based on qua-

sigroups (Carter, Dawson, and Nielsen 1995). In this design, quasigroup
operation defined by a Latin square replaced the XOR operation in a ver-
sion of DES, and also claimed that reduced number of rounds can safely be
studied. There is a family of tweakable block cipher by the name
Alex’smile-(B,I,G) designed by Mileva (2010) which is based on quasigroup
and works on 32-bit words.

6.3. Pseudo random number generators

It is impossible to generate (in practice) a truly random sequence, so we
work with that sequence which looks random. Any sequence that passes all
the statistical tests for randomness is called a random sequence. As there
are infinitely many such tests so it is not possible to examine all these tests
for randomness. So in many applications, instead of random sequences we
use random looking sequences. Such sequences are known as Pseudo

Table 6. Decryption algorithm of BCDMPQ.
Decryption algorithm

Input: The round key k ¼ k1k2:::k128, and the ciphertext message c ¼ c1c2:::c64, where ki , ci are bits.
Output: The plaintext message a ¼ a1a2:::a64, ai is bits.
Initialization: Put li ¼ ðk2i�1, k2iÞ for i ¼ 1, 2, :::, 8:
Initialize the matrices AQi and BQi and the vector mQi for i ¼ 1, 2, :::, 8:
Look at the quasigroup Qi using the sequence number binary presented as ðk7i�6, k7i�5, :::, k7iÞ where i ¼ 1, 2, :::, 8:
Initialize the matrices ATi and BTi and the vector mTi for i ¼ 1, 2, :::, 8:
Look at the quasigroup Ti using the sequence number binary presented as ðk7ðiþ8Þ�6, k7ðiþ8Þ�5, :::, k7ðiþ8ÞÞ:
for i ¼ 1 to 64 do
ai  ci;

for i ¼ 1 to 4 do
ltmp  liþ4;
for j ¼ 64 to 2 do
tmp ðaj�1, ajÞ;
ðaj�1,ajÞ ¼ B�1Tiþ4m

T
Tiþ4 þ B�1Tiþ4 ðIþ CÞATiþ4 lTtmp þ B�1Tiþ4 ðCm

T
Tiþ4 � CATiþ4 l

T
tmpÞ þ B�1Tiþ4 tmp

T þ B�1Tiþ4 ðCATiþ4 l
T
tmp �CtmpTÞ;

ltmp  ðaj�1, ajÞ;
ltmp  li;
for j ¼ 1 to 63 do
tmp ðaj , ajþ1Þ;
ðaj�1, ajÞ ¼ B�1Ti m

T
Ti þ B�1Ti ðI þ CÞATi lTtmp þ B�1Ti ðCm

T
Ti � CATi l

T
tmpÞ þ B�1Ti tmp

T þ B�1Ti ðCATi l
T
tmp � CtmpTÞ;

ltmp  ðaj , ajþ1Þ;
for i ¼ 1 to 8 do
ltemp  li;
for j ¼ 1 to 7 do
tmp ðaj , ajþ1Þ;
ðaj�1, ajÞ ¼ B�1Qi

mT
Qi
þ B�1Qi

ðI þ CÞAQi l
T
tmp þ B�1Qi

ðCmT
Qi
� CAQi l

T
tmpÞ þ B�1Qi

tmpT þ B�1Qi
ðCAQi l

T
tmp � CtmpTÞ;

ltmp  ðaj , ajþ1Þ;
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Random Sequences (PRS). The deterministic algorithms which generate
such a sequence are known as Pseudo Random Sequence Generator
(PRSG) and Pseudo Random Number Generator (PRNG) (when we have
number sequences).
The number generated by PRNG is not truly random because it is totally

determined by an initial value, known as PRNG’s seed. Several PRNG can
be designed by using quasigroup transformations. The cryptographically
secure (since key is used) stream ciphers can be used as PRNG. Pseudo
random sequences can be generated by quasigroup PRNG (QPRNG)
(Markovski, Gligoroski, and Kocarev 2005) from very biased sequences as
well as from periodical sequences. The choice of quasigroup is significant
in QPRNG. Exponential and shapeless quasigroup should be chosen so that
the period of growth is as high as possible. An algorithm for simple
QPRNG is given in Table 7.

6.4. Stream cipher

Stream cipher is a symmetric-key encryption scheme. They can be consid-
ered as very simple block cipher with one block length. According to the
generation of keystream, the stream ciphers are mainly classified as syn-
chronous and asynchronous. A synchronous stream cipher is the one in
which keystream is generated independent of the plaintext and ciphertext.
A asynchronous stream cipher is the one in which the keystream is gener-
ated by the key and a fixed number of ciphertext symbols. Totally asyn-
chronous stream cipher is the one in which the keystream is produced
from the key and the previous ciphertext symbols. Stream ciphers are faster
than block ciphers and also have lower hardware complexity. It may be
advantageous to use a stream cipher over a block cipher in those situations
where the transmission errors are highly probable as stream ciphers have

Table 7. Algorithm for simple QPRNG.
Algorithm for simple QPRNG

Phase I. Initialization
1. Choose a positive integer s � 4;
2. Choose a quasigroup (A,�) of order s;
3. Set a positive integer k;
4. Set a leader l, a fixed element of A such that l � l 6¼ l;
Phase II. Transformations of the random string b0b1b2:::bj 2 A
5. For i ¼ 1 to k do Li  l;
6. j 0;
7. do

b bj;
L1  L1 � b;
For i ¼ 2 to k do Li  Li � Li�1;
Output: Lk;
j j þ 1;

loop;
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limited or no error propagation. Some of the stream ciphers known to us
are PANAMA, SEAL, RC4, etc.
One of the earliest attempt to construct a quasigroup based stream

cipher was made by Sarvate and Seberry (1986) in 1986 using a set of
mutually orthogonal Latin squares (MOLS) {L1, :::, Lk} of order n. A pair of
different squares (Lc, Ld) is the secret key. Because of the orthogonality,
decryption can be done easily. Another attempt was made by Ko�scielny
(1996) in 1996 in which he suggested to use quasigroup (Q, �) which is iso-
morphic to the cyclic group of order q or abelian loop of even order q or
additive group of GF(q). For generating quasigroup, reader can find various
Maple 7 routines in Ko�scielny (2002), that is isomorphic to the interior of
additive group and multiplicative group of a finite field GFðqmÞ of order q
and their isotopies. He has also used the two conjugates, namely (Q, n) and
(Q, =) of (Q, �), for the generation of stream cipher. Let
k1k2k3:::, m1m2m3::: and c1c2c3::: denote respectively the keystream, the
stream of characters of the plaintext and the stream of characters of the cipher-
text. The author has proposed 6 ways of enciphering and deciphering as:

ci ¼ mi � ki, mi ¼ ci=ki
ci ¼ ki �mi, mi ¼ kinci
ci ¼ ki=mi, mi ¼ cinki
ci ¼ mi=ki, mi ¼ ci � ki
ci ¼ minki, mi ¼ ki=ci
ci ¼ kinmi, mi ¼ ki � ci:

If (Q, �) is non-associative quasigroup, then mi can be mapped into six
different characters ci, that is an improvement in the stream ciphers built
over the field GF(2) with XOR operation. Another attempt was made by
Markovski, Gligoroski, and Andova (1997) to generate quasigroup based
asynchronous stream cipher. Later the same encoding method is used by
Ochadkov�a and Sn�a�sel (2001). In Markovski, Gligoroski, and Stoj�cevska

(2000), encryption is based on quasigroup in which TðnÞln, :::, l1
- transformation

is used for encryption and opposite transformation for decryption.
Petrescu (2007) used ternary quasigroups for encryption, which is an asyn-

chronous stream cipher. Let (Q, a) be a quasigroup that is used as a seed, that
is publicly know, and is an isotope carrier. It forms an algebra (Q, a, a1, a2, a3)
with four ternary operations fulfilling the following identities:

aða1ðx1Þ, x2, x3Þ ¼ x1, a1ðaðx1Þ, x2, x3Þ ¼ x1
aðx1, a2ðx2Þ, x3Þ ¼ x2, a2ðx1, aðx2Þ, x3Þ ¼ x2
aðx1, x2, a3ðx3ÞÞ ¼ x3, a3ðx1, x2, aðx3ÞÞ ¼ x3:
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Let K ¼ Q4 � f1, 2, 3g be the key space. Let k ¼ a1a2a3a4i represent the
key, then another isotopic quasigroup (Q, b) is determined as:

bðx1, x2, x3Þ ¼ f4ðaðf�11 ðx1Þ, f�12 ðx2Þ, f�13 ðx3ÞÞÞ,
where fj ¼ faj are permutations on Q. Corresponding to each key k the
encryption function Ekðm1m2:::Þ ¼ c1c2::: is given in Table 8 and the
decryption function Dkðc1c2:::Þ ¼ m1m2::: is given in Table 9.
The author also proposed an implementation in which the seed qua-

sigroup (Q, a) is defined as aðx1, x2, x3Þ ¼ ðx1 � x2 þ x3Þ mod 256 and
faðxÞ ¼ xþ a mod 256.
Gligoroski et al. (2005a, 2008c) designed Edon80 in the year 2008 which

is one of the eSTREAM finalists. This is a stream cipher based on qua-
sigroup. In this cryptographic primitive, the most interesting thing is that it
uses only 4 quasigroups and still is resistant to all types of attacks. In this
design it has been claimed that out of 576 quasigroups of order 4, 64 are
acceptable to be used in Edon80. The quasigroups with lexicographic order
61, 241, 350 and 564 (shown in Table 10) were chosen by the authors.
Some of its algebraic properties are examined by Vojvoda, S�ys, and
J�okay (2007).
Edon80 is a binary additive stream cipher with three modes of operation

namely KeySetup, IVSetup and Keystream mode. Hell and Johansson
(2008) suggested a related key attack on Edon80 with complexity of 269

although the Edon80 authors disputed this complexity.

Table 8. Encryption function Ekðm1m2:::Þ ¼ c1c2::::
i ¼ 1 i ¼ 2 i ¼ 3

c1 ¼ bðm1, a1, a2Þ c1 ¼ bða1,m1, a2Þ c1 ¼ bða1, a2,m1Þ
c2 ¼ bðm2, a3, a4Þ c2 ¼ bða3,m2, a4Þ c2 ¼ bða3, a4,m2Þ
j > 2 j > 2 j > 2
cj ¼ bðmj , cj�2, cj�1Þ cj ¼ bðmj , cj�2, cj�1Þ cj ¼ bðmj , cj�2, cj�1Þ

Table 9. Decryption function Dkðc1c2:::Þ ¼ m1m2::::

i ¼ 1 i ¼ 2 i ¼ 3

m1 ¼ b1ðc1, a1, a2Þ m1 ¼ b2ða1, c1, a2Þ m1 ¼ b3ða1, a2, c1Þ
m2 ¼ b1ðc2, a3, a4Þ m2 ¼ b2ða3, c2, a4Þ m2 ¼ b3ða3, a4, c2Þ
j > 2 j > 2 j > 2
mj ¼ b1ðcj , cj�2, cj�1Þ mj ¼ b2ðcj , cj�2, cj�1Þ mj ¼ b3ðcj , cj�2, cj�1Þ

Table 10. Quasigroups used in Edon80.
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Another eSTREAM that is designed by Matsumoto et al. (2007, 2008) is
CryptMT v3 (Cryptographic Mersenne Twister). It is an unbroken phase 3
candidate that uses quasigroups.

6.4.1. EdonX, Y, Z
In this subsection, we will briefly discuss 3 different types of stream
ciphers: EdonX which is a synchronous stream cipher, EdonY which is an
asynchronous stream cipher and EdonZ which is a totally asynchronous
stream cipher. For more details the reader may reference Lj, Markovski,
and Gligoroski (2014).
The initialization phase is same for all the three ciphers EdonX,Y,Z and

it is a major phase in their designs. Let Kin denotes the initial key shared
secretly and it gets converted into the working key K. Both the keys and
the messages consist of words having s-bit of any desired length s � 4. The
quasigroup is defined on the set of s-bit words and has 2s elements. One of
the important feature of this Edon family is the flexibility of the choice of
the key length. The algorithm for the initialization of EdonX,Y,Z family is
described in Table 11.

Table 11. Initialization of EdonX,Y,Z.
Initialization of EdonX,Y,Z

Phase 1. Input of initial key
1. Input: an integer s - the length of the words, an integer n - the initial length of the secret key, an integer m

- the length of the working key, a quasigroup ðQ, �Þ of order 2s and the initial secret value of the key
Kin ¼ K0jjK1jj � � � jjKn�1 (Ki are s-bit words).

Phase 2. Padding the key
2. Set K :¼ Kinjjn1jjn2, where n1 is the most significant and n2 is the least significant s-bit word of n.
Phase 3. Expanding the key to 512 s-bit words
3. Set Kex :¼ KjjKjj � � � jjKjjK 0 , where K

0
consists of the first l s-bits words of K such that the total length of

Kex is 512s-bits words.
Phase 4. Transformation of Kex with the given quasigroup
(Q, *) of order 2

s

4. For i ¼ 0 to 511 do
begin
Set leader:¼ K½i mod (nþ 2)];
Kex  eleader, �ðKexÞ;
Kex  RotateLeftðKexÞ;

end;
Phase 5. Transformation ðQ, 	Þ  Isotope ðQ, �Þ
5. ðQ, 	Þ  ðQ, �Þ;

For i ¼ 0 to 505 step 8 do
begin
Set row1 :¼ Kex ½i
;
Set row2 ¼ Kex ½i þ 1
;
ðQ, 	Þ  SwapRowsðQ, row1, row2Þ;
Set column1 :¼ Kex ½i þ 2
;
Set column2 ¼ Kex ½i þ 3
;
ðQ, 	Þ  SwapColumnsðQ, column1, column2Þ;
Set c :¼ ðKex ½i þ 4
, Kex ½i þ 6
Þ;
ðQ, 	Þ  cðQ, 	Þ;

end;
Phase 6. Setting the working key K ¼ K0jj:::jjKm�1 (the last m s-bits words of Kex )
6. Set K ¼ K0jjK1jj:::jjKm�1 :¼ Kex ½512�m
jj:::jjKex ½511
:
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In the initialization algorithm Kex is expanded key which is 512 s-
bit word and Kin½j
,Kex½j
 and K½j
, respectively denotes the jth s-bit
words in Kin, Kex and K, i.e. both K½j
 and Kj are same. The symbol jj
denote the concatenation of s-bit words. RotateLeftðKexÞ cyclically
rotates the values of the expanded key Kex i.e. Kex½j
  Kex½jþ 1
; j ¼
0, 1, 2, :::510 and K511  Kex½0
: SwapRows and SwapColumns are the
functions that swap the rows and columns of the quasigroup (i.e. in
the Latin square) and c is the permutation of length 2 (i.e. 2 cycle).
In the phase 6 the working key is obtained by concatenation of last m
s-bits words of Kex.
Now we will give an example that works on the principles of the initial-

ization algorithm to obtain a secret working key K and quasigroup ðQ, 	Þ:
For simplicity of the explanation, we will work on quasigroup of order 4
(i.e. Q¼ {0,1,2,3}) and take m¼ n. Accordingly, instead of s-bit, we work
with 2-bit letters (i.e. 0, 1, 2 and 3). Moreover, in place of extended key of
length 512 s-bit words we use 32 2-bit words. Let the initial quasigroup
ðQ, �Þ be given in Table 12.

Phase 1. Let the initial secret key Kin ¼ 0 2 1 3 (hence n¼ 4) and s¼ 2 is the
length of the words.
Phase 2. n¼ 4 has the representation with 2-bit words as: 0 1 0 0¼ 0 1 jj 0 0.
Hence n1¼1, n2¼0, K¼ 0 2 1 3 1 0.
Phase 3. Kex ¼ 0 2 1 3 1 0 0 2 1 3 1 0 0 2 1 3 1 0 0 2 1 3 1 0 0 2 1 3 1 0 0 2.
Phase 4. After transformation of we get: Kex¼ 2 0 2 0 1 0 0 3 0 3 3 3 1 1 3 2
2 2 3 2 1 1 0 1 2 0 2 0 1 0 1 1.
Phase 5. After transformation we get secret working Quasigroup ðQ, 	Þ given
in Table 12.
Phase 6. The secret working key is the last 4 letters of Kex and hence K¼ 1 0
1 1.

6.4.1.1. EdonX. EdonX takes 4-bit(nibbles) variables as input, and hence for
quasigroup transformation on the streams of data the quasigroup Q ¼
f0, 1, :::, 15g of order 24 is used. The working key K obtained through

Table 12. Quasigroup ðQ, �Þ and its isotopes ðQ, 	Þ:
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initialization is stored in the internal variables Ki i.e. K ¼ K0K1:::Km�1,
where m � 64 and Ki 2 Q: The encryption and decryption algorithm of
EdonX are the same and are described in Table 13. In this algorithm two
auxiliary variables X and T of 4-bit and an integer variable count and for
each value of count we get an output which is the bitwise XOR of X and
Inputnibble.
Now we will give an example that works on the principles of the EdonX

encryption/description algorithm. We will work on the same example as
taken in the initialization algorithm. After phase 1 we obtain K¼ 1 0 1 1
and ðQ, 	Þ as in Table 12. If the Inputnibble i.e. M¼ 3 1 2 0 1 1 2 3 0 1
:::, then the algorithm for EdonX give the output ciphertext string as C¼ 0
1 3 1 2 3 3 1 2 2 ::::
The calculations for the decrypting phase are same as that of encryption,

the only difference would be in the last two rows (i.e. input and output
would be C and M ¼ X�C respectively) because it is a binary additive
stream cipher.
Some steps of EdonX encryption/decryption are given in Table 14.
It has been proved that EdonX is resistant to chosen plaintext/cipher-

text attacks.
Edon X can also be used for generating pseudo-random numbers. For

this we take the message (Inputnibble) M¼ 0 0 0 0… consisting of zeros
only then the output string would come out to be Ci ¼ Xi� 0, for
i¼ 0,1,2,… , then in this case the output string is nothing but the variable
X obtained by the above described algorithm.
We obtain the following system of iterative functions from the above

encryption/decryption algorithm:

Table 13. Encryption and decryption algorithm of EdonX.
Encryption and decryption of EdonX

Phase 1. Initialization
Obtain new working key K of length m and new quasigroup ðQ, 	Þ  Isotope ðQ, �Þ from the secret initial key

Kin of length n and the initial quasigroup ðQ, �Þ:
Phase 2. En(De)cryption
1. count  0;
2. p ¼ bm2c;
3. X  K½count mod m
;
4. T  K½ðcount þ pÞ mod m
;
5. For i ¼ 0 to m� 1 do

begin
X  Ki 	 X;
T  T � X;
Ki  X;

end;
Km�1  T;

6. Output: X� Inputnibble;
7. count  count þ 1;
8. Go to 3;

252 D. CHAUHAN ET AL.



Kk, 0 ¼ Kk�1, 0 	 Kk�1, count mod m

Kk, 1 ¼ Kk�1, 1 	 Kk, 0

Kk, 2 ¼ Kk�1, 2 	 Kk, 1

� � � � � � � � �
Kk,m�2 ¼ Kk�1,m�2 	 Kk,m�3

Xk,m�1 ¼ Kk,m�1 ¼ Kk�1,m�1 	 Kk,m�2

Kk,m�1 ¼ ðð:::ðKk�1, countþp mod m � Kk, 0Þ � Kk, 1Þ::: � Kk,m�2Þ � Xk,m�1:

8>>>>>>>>>>>><
>>>>>>>>>>>>:

(18)

For the output string we just require the value of Xk,m�1, for k ¼
0, 1, 2, :::: Hence, the string X0,m�1,X1,m�1,X2,m�1,X3,m�1, ::: is C which can
easily be obtained. The period and the nature of the string depends on the
theory of discrete chaos systems(not yet developed).

6.4.1.2. EdonY. The initialization phase of EdonY is the same as that of
EdonX. The next phase, encryption and decryption algorithm of EdonY are
defined in Table 15, where M ¼ M0M1M2::: and C ¼ C0C1C2::: are the
input plaintext and ciphertext strings. X and Y are 5-bits auxiliary variables

Table 14. Some steps of encryption/decryption of EdonX.

Table 15. Encryption and decryption algorithm of EdonY.
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in the decryption algorithm. A public quasigroup ðQ, �Þ of order 32 defined
on 5-bits letters are used (i.e. Q ¼ f0, 1, 2, :::, 31g) in the construction
of EdonY.

Theorem 6.1. Let E ¼ el1, �1 � ::: � eln, �n and D ¼ dln, nn � :::dl1, n1 be transfor-
mations obtained with n quasigroup transformations �1, :::, �n on Q, leaders
l1, :::, ln and corresponding parastrophes n1, :::, nn. Assume that
Eðb1b2:::bkÞ ¼ c1c2:::ck, k> n, and d 6¼ ci for some fixed i ðbj, cj, d 2 QÞ.
Then for some d1, :::, dnþ1 2 Q,

Dðc1:::ci�1dciþ1:::ckÞ ¼
b1b2:::bi�1d1:::dnþ1biþnþ1:::bk, k > iþ n

b1b2:::bi�1d1:::dk�iþ1, k � iþ n
:

(

It can be seen from the above theorem that one error in the ciphertext C
will lead to the nþ 1 error in the recovered plaintext M0 i.e. there are nþ 1
consecutive letters in which the message M and M0 differ. Hence EdonY is
self-synchronized. The recovered plaintext will have an error of rþ n
length, if there is a string of errors of length r in C.
Now we will give an example that works on the principles of the algo-

rithm of EdonY by working on the same example as in the initialization
algorithm. After initialization we obtain new working key K¼ 1 0 1 1 and
new quasigroup ðQ, 	Þ  Isotope ðQ, �Þ: Now if we take plaintext M¼ 2 1
3 0 2 1 1 0 3 0 :::, then the encryption algorithm for EdonY gives the out-
put ciphertext string as C¼ 2 0 1 0 1 2 2 3 1 2 ::::
EdonY is resistant to chosen plaintext/ciphertext and dictionary attacks.

The resistance to the known ciphertext attack follows from the
next theorem.

Theorem 6.2. Given a ciphertext C, for each quasigroup operation � on Q ¼
f0, 1, :::, 31g and each key K ¼ K0K1:::Kn�1, there is a plaintext M such that
C is its ciphertext.

6.4.1.3. EdonZ. EdonZ operates on nibbles i.e. takes 4-bit variables and
hence for quasigroup transformation on the streams of data it uses qua-
sigroups ðQ, �Þ, Q ¼ f0, 1, :::, 15g of order 16. T, X and temp are used as a
temporary 4-bit variables in the encryption and decryption algorithm of
EdonZ described in the Table 16. EdonZ needs the left parastrophe of the
quasigroup ðQ, 	Þ in its decryption algorithm where as EdonX being a bin-
ary additive stream cipher, does not use ðQ, nÞ:
EdonZ is used in defining of the Random codes based on quasigroups

(RCBQ) with cryptographic properties (Gligoroski, Markovski, and Kocarev
2007; Popovska-Mitrovikj, Bakeva, and Markovski 2011). RCBQ are the
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error-correcting codes, that provide information security. These codes have
been proposed by Gligoroski, Markovski, and Kocarev (2007).
Now we give an example that works on the principles of EdonZ. For

simplicity, we will work on quasigroup of order 4. Let the length of the
working key be 4. Let the working key be K¼ 1 3 2 2 and the message
M¼ 0 0 2 1 0 :::: The quasigroup and its parastrophe are shown in Table 17.
After encryption the output obtained is C¼ 0 0 3 1 …
Some steps are given in Table 18 of EdonZ encryption.

6.5. Hash functions

A hash function is a mapping h in which at least the following two proper-
ties hold:

Table 16. Encryption and decryption algorithm of EdonZ.
Encryption algorithm Decryption algorithm

Input: Key K of length n Input: Key K of length n
and message M. and message C:
Output: Message C: Output: Message M.
1. X  Inputnibble; 1. X , T  Inputnibble;
2. T  0; 2. temp Kn�1;
3. For i ¼ 0 to n� 1 do 3. For i ¼ n� 1 down to 0 do

X  Ki 	 X; X  tempnX;
T  T� X; T  T� X;
Ki  X; temp Ki�1;

Ki�1  X;
4. Kn�1  T; 4. Kn�1  T;
5. Output: X; 5. Output: X;
6. Go to 1; 6. Go to 1;

Table 17. Quasigroup ðQ, 	Þ and its parastro-
phe ðQ, nÞ:

Table 18. Some steps of EdonZ encryption are given as below.
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1. Compression: The mapping h : f0, 1g� ! f0, 1gn i.e. h maps an input of
any arbitrary finite bit length to a fixed size output.

2. Easy to compute: It is easy to compute h(x), for any given h and an
input x.

As defined here, hash function implies an unkeyed hash function. In cryptog-
raphy and information security, hash functions are considered as the “Swiss
army knife” because of their versatile application in countless protocols and
algorithms. They are used in key derivation, checking data integrity, password
based identification systems, digital signature schemes, commitment schemes,
digital time stamping schemes, pseudo random functions, and many other
security applications. Hash functions can be divided in cryptographic hash
functions known as manipulation detection codes(MDCs) and keyed hash
functions known as message authentication codes (MACs). An additional
input of secret key having fixed length is used in MACs.
The beginning attempts (Dvorsky, Ochodkova, and Sna�sel 2001, 2002;

Gligoroski and Knapskog 2008; Gligoroski, Markovski, and Bakeva 2003;
Markovski, Gligoroski, and Bakeva 2001) for generating cryptographic hash
functions using quasigroup transformations hardly have any implementa-
tions. Sn�a�sel et al. (2009) defined hash function on a message as one elem-
entary e-transformation. Gligoroski, Markovski, and Kocarev (2006)
described a generic hash function with reverse string transformation R:
Edon-F is another generic quasigroup based hash function, discussed in
Markovski, Gligoroski, and Bakeva (2003) without implementation. As one
more application of quasigroups, Gligoroski et al. (2005b) gave quasigroup
folding which is a comparatively cheap and simple fix for all MD4 family
hash functions. This new construction of hash functions has enhanced the
security features, but is approximately 2 times slower.
Further we will discuss the candidates of National Institute of Standards

and Technology(NIST) SHA-3 competition whose designs are based on the
huge quasigroup transformations, namely Edon-R and NaSHA.

6.5.1. Edon-R
Edon-R designed by Gligorovski et al. (2008) is a wide-pipe iterative hash
function with Merkle-Damgård straightening. It was the fastest candidate
of NIST SHA-3 competition.
The compress function of Edon-R consists of two strings, one having

length 2N and another of length N, where N is the size of hash digest in
w-bit words. The algorithm for Edon-R is given in the Table 19. For more
detailed description the reader may reference Gligorovski et al. (2008).
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Two huge quasigroups of order 2256, 2512 are used in the compression
function R and for their algorithmic description reader may refer chapter
2 of Gligorovski et al. (2008).
Khovratovich, Nikoli�c, and Weinmann (2009) proposed various attacks

on Edon-R: With minor effort all 3 main attacks (preimage, second pre-
image and collision) can be applied on Edon-R, and this is done in free
start attack scheme with variable initial chaining values. In these attacks the
asymmetrical diffusion of the chaining values in the compression function
is exploited. By partially inverting the compression function and fixing one
part of the chaining value, a meet-in-the-middle attack on Edon-R-n to
find real pre-images was launched.

6.5.2. NaSHA
NaSHA is also a wide-pipe iterative hash function with standard MD-strait-
ening. It was designed by Markovski and Mileva (2008) in the year 2008
and was also a first round candidate of NIST SHA-3 competition. For
defining the cryptographic hash function NaSHA-(m, k, r), the quasigroup
transformation MT is used. The parameters m denotes the length of the
message digest, k is the number of elementary quasigroup string transfor-
mations that is of the type A and RA (i.e. complexity of MT ) and r is
from the order 22

r
of quasigroup used. Hence m and r are positive integers

and k is a positive even integer. Table 20 briefly describes the algorithm of
NaSHA-(m, k, r).
The implementation of NaSHA-ðm, 2, 6Þ hash family and Design ration-

ales have been discussed in the papers (Markovski and Mileva 2008, 2009b)
for m 2 f224, 256, 384, 512g: This hash family uses Merkle-Damgård
domain extender with standard Merkle-Damgård strengthening. Their
design also incorporates the wide-pipe design of Lucks (2004, 2005) and
Coron et al.’s (2005) ideas. In the algorithm, the compression function
MT at each iterative step uses the massage blocks and chaining variable,
each of 2n-bit length, hence the string of 4n bits length are mapped to the
string of 4n bits length and out of which, for the next iterative step, only

Table 19. Algorithm for Edon-R:
Algorithm for Edon-R
Input: Quasigroup ðQ, �Þ, N and M, where the quasigroup ðQ, �Þ is shapeless having order 2w , w � 4, N is the

hash digest size in w-bit words and M is the message to be hashed.
Output: A hash of length w � N bits.
Step 1. Padding: The message M is padded to M0 so that the length of M0 would become a multiple of

N w-bit words.
Step 2. Initialization: H0 ¼ ð0 mod 2w , 1 mod 2w , :::, 2N� 1 mod 2wÞ is initial value.
Step 3. Working: The following iterative procedure is used to compute the hash value:
for i ¼ 1 to k do
Hi ¼ RðHi�1jjMiÞ mod 22wN;

Output: Edon-RðMÞ¼Hk mod 2wN
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2n bits are kept. It is important to note that the final digest value of the
compression function is at most half of the chaining variable. Due to the
above design rationales Gligoroski and Knapskog (2008) concluded that
NaSHA-(m, k, r) hash family are resistant to generic attack including
Joux’s multicollision attack (Joux 2004), length extension attack, Dean’s
fixed point attack (Dean 1999), Kelsey and Kohno’s herding attack (Kelsey
and Kohno 2006), Kelsey and Schneier’s long message 2nd preimage attack
(Kelsey and Schneier 2005) and 2nd collision attack.
The free-start collision of NaSHA family was proposed by Ji et al. (2008).

They also proposed differential collision attack on NaSHA-512 with com-
plexity equal to 2192 which was confirmed with unknown probability by
Markovski et al. (2009). Free-start collision attacks on NaSHA with com-
plexity of 232 and free-start preimage attack on NaSHA-n with complexity

of 2n=2 are given by Nikoli�c and Knovratovich (2008).

6.6. Public-key algorithm

Let fEe : e 2 Kg and fDd : d 2 Kg denote respectively the sets of encryp-
tion and decryption transformations in an encryption scheme. If for each
pair of keys (e, d) of encryption/decryption, the key e is publicly known
(called public key), whereas the other key d is kept secret (called private
key) then the scheme is called a public-key encryption scheme. For the
secure scheme, the estimation of d from e is computationally infeasible. A

Table 20. Algorithm of NaSHA-ðm, k, rÞ:
Algorithm for NaSHA-ðm, k, rÞ
Input: A positive even integer k and positive integers m and r such that m > 2r , and a message M.
Output: A hash value (message digest) NaSHA-ðm, k, rÞ(M) of m bits.

Step 1. Denote by n the smallest integer such that m � 2n:
(For example, n ¼ 8 for m ¼ 224 and n ¼ 9 for m ¼ 384:)

Step 2. Pad the message M, so that the length of the padded message M0 is a multiple of 2nþ1, jM0j ¼ 2nþ1N
for some integer N:

Separate M0 in N 2nþ1-bit blocks, M0 ¼ M1jjM2jj:::jjMN , jMij ¼ 2nþ1:
Step 3. Initialize the initial value H0, which is a 2nþ1-bit word.
Step 4. The first message block M1 and the initial value H0 separate to q ¼ 2n�rþ1 2r-bits words:
M1 ¼ S1jjS3jjS5jj:::jjS2q�3jjS2q�1,
H0 ¼ S2jjS4jjS6jj:::jjS2q�2jjS2q, ðjSij ¼ 2rÞ and form the word
Sð0Þ ¼ S1jjS2jjS3jjS4jj:::jjS2q�3jjS2q�2jjS2q�1jjS2q:
Step 5. Choose leaders li as functions that depend on S1, S2, S3, :::, S2q, and a suitable linear

transformation LinTr2nþ2 :
Step 6. Choose two quasigroups ðf0, 1g2

r

, �1Þ and ðf0, 1g2
r

, �2Þ (one for A and one for RA transformation)
and compute the string of bits SðN�1Þ as follows:

for i¼ 1 to N – 1 do
A1jjA2jjA3jj:::jjA2q  MT ðLinTr2q2nþ2 ðS

ði�1ÞÞÞ;
B1jjB2jjB3jj:::jjBq�1jjBq  Miþ1;
SðiÞ :¼ B1jjA2jjB2jjA4jj:::jjBq�1jjA2q�2jjBqjjA2q;

end.
Step 7. Choose two quasigroups ðf0, 1g2

r

, �1Þ and ðf0, 1g2
r

, �2Þ and compute
MT ðLinTr2q

2nþ2
ðSðN�1ÞÞÞ :¼ A1jjA2jjA3jj:::jjA2q: Then NaSHA-(m, k, r)(M) ¼ A4jjA8jj:::jjA2q�4jjA2q ðmod 2mÞ:
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public-key encryption scheme consists of the following three algorithms,
namely (i) Key generation algorithm, (ii) Encryption algorithm and (iii)
Decryption algorithm. In this algorithm, the encryption of the message is
done by using public key. It is slower than the symmetric key algorithm,
hence usually they are used for key management and key agreement proto-
cols in two communicating parties, whereas actually the communication is
done by using some symmetric key algorithm.
Gligoroski, Markovski, and Knapskog (2008a, 2008b) proposed a trap-

door one-way function with the help of multivariate quadratic quasigroups
(MQQs) for building public key cryptosystems. Subsequently, a signature
MQQ-SIG (Gligorovski et al. 2011) and an encryption scheme MQQ-ENC
was proposed based on MQQs (Gligoroski and Samardjiska 2012). These
cryptographic primitives belong to the multivariate public-key cryptosys-
tems (MQ) and their security is based on the hardness of solving the sys-
tem of quadratic polynomial equations over finite fields, which is known to
be NP-hard problem. The encryption speed of the above cryptographic
primitives is similar to other MQ schemes, whereas the speed of the
decryption is 500–1000 times faster than the public-key schemes. By pro-
posing a modified version of the MutanXL algorithm, Mohamed, Ding, and
Buchmann (2008) broke this public key cryptosystem. A recovery attack
using good keys is given in Faug�ere et al. (2015) against MQQ-ENC and
MQQ-SIG.

7. Conclusions and future work

In this article, firstly we have given a brief description on quasigroups &
their transformations and discussed various ways of constructing huge qua-
sigroups. Next, we described the representation of a finite quasigroup as a
vector valued Boolean function. Finally, the use of these quasigroups and
their string transformations to construct various cryptographic primitives
were presented in this article. The cryptographic primitives covered in the
article include S-boxes, block ciphers, stream ciphers, pseudo random num-
ber generators, hash functions and public-key algorithms.
A lot of research is being done to design cryptographic primitives using

quasigroup. Apart from the primitives discussed in the paper, several other
primitives have also been proposed in the literature (Bakhtiari, Safavi-
Naini, and Pieprzyk 1997; D�enes and Keedwell 1992; Shcherbacov 2007)
such as construction of MAC, quasigroup-based secret sharing schemes,
zero knowledge protocols, generating the NLPN-sequences, Identity based
cryptosystem, etc.
From our discussion we can conclude that the research community is

gradually realizing the power of applications of quasigroups in constructing
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cryptographic primitives. In fact, quasigroups could be a good instrumental
tool to cater cryptographic requirements as quasigroups based crypto-
graphic primitives are relatively easy to implement and require less silicon
area. Construction of efficient and secure cryptographic primitives based
on quasigroup and quasigroup transformation is still an open research
problem and will be taken as a future task.
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