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An ultra-lightweight block cipher with string
transformations

Dimpy Chauhan , Indivar Gupta , P. R. Mishra , and Rashmi Verma

Department of Mathematics, University of Delhi, Delhi, India

ABSTRACT
Security efficiency and hardware efficiency are equally impor-
tant when designing a block cipher. In this paper, we propose
a new block cipher that uses string transformations and
requires less memory and fewer computational resources,
making it suitable for highly constrained environments. We
compare the performance of our design with AES-128 and
quasigroup-based block cipher INRU in the cipher block chain-
ing (CBC) mode of operation using the National Institute of
Standards and Technology (NIST) test suite. We then analyze
our design against the standard linear, differential, and alge-
braic attacks. Choosing suitable S-boxes and a quasigroup of a
smaller order does not compromise the security of the cipher,
but the storage space is reduced compared with AES-128 and
INRU.
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1. Introduction

One area of interest in the study of cryptography is the design of cryptographic
algorithms using novel approaches. Over the past two decades, the application of
quasigroups in cryptography has evolved at a high speed and received a lot of
attention from researchers. Quasigroups are widely used in designing various
cryptographic primitives, including S-boxes (Chauhan et al. 2022; Mihajloska
and Gligoroski 2012; Yu and Xu 2017), block ciphers (Battey and Parakh 2012;
Battey and Parakh 2013; Markovski et al. 2014; Tiwari et al. 2021; Zhao and Xu
2017), stream ciphers (Markovski, Gligoroski, and Andova 1997; Ochodkov�a
and Sn�a�sel 2001; Vojvoda 2004), hash functions (Gligoroski, Dimitrova, et al.
2009; Markovski and Mileva 2009), secret sharing schemes (Cooper, Donovan,
and Seberry 1994), message authentication codes (Meyer 2006), and many more
(Chauhan, Gupta, and Verma 2021; Mileva 2010). The structure and properties
(nonassociativity and noncommutativity) of quasigroups and the existence of
large numbers of them have led to their application in various fields such as
cryptography, coding theory, telecommunications, and experimental designs.
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The closure and inversion properties of quasigroups make them useful tools for
constructing an efficient cryptosystem, and the lack of associativity facilitates the
creation of one-way functions. Further, because quasigroups lack commutative
and associative properties, many well-known traditional cryptographic
approaches to attack quasigroup-based cryptographic designs cannot be applied
directly. Quasigroups have an algebraic and combinatorial structure equivalent
to that of Latin squares. The theory of Latin squares is well studied and includes
several fascinating areas of research such as mutually orthogonal Latin squares,
transversals of Latin squares, and Latin subsquares (Belousov and Belyavskaya
1989; Keedwell and D�enes 2015; Laywine and Mullen 1998). Thus, quasigroups
and Latin squares play a significant role in designing cryptographic primitives.
The reader can refer to other sources (Belousov and Belyavskaya 1989; D�enes
and Keedwell 1974; Keedwell and D�enes 2015; Laywine and Mullen 1998) for an
introduction to and applications of the Latin square. Markovski, Gligoroski, and
Andova (1997) proposed quasigroup string transformations, and other authors
have shown that these are the key component in the development of qua-
sigroup-based encryption algorithms (Battey and Parakh 2012; Battey and
Parakh 2013; Dimitrova 2010; Markovski, Gligoroski, and Bakeva 1999; Zhao
and Xu 2017). The security of these algorithms is highly reliant on the selection
of appropriate quasigroups. In block ciphers, S-boxes are the only nonlinear
part, so they play an important role in the design and security of any block
cipher. The rows of a Latin square/quasigroup can be considered S-boxes. Thus,
to make a block cipher secure against different attacks, S-boxes/Latin squares
should be chosen with care during the design of the cipher.
The widespread use of small computing devices such as sensors, smart

phones, and tablets necessitates the development of encryption methods
that are suitable for low-resource devices. Furthermore, as cloud services
become more prevalent, the amount of data sent to and from these devices
is increasing at an exponential rate (Parakh and Kak 2009). As a result,
lightweight cryptography has received a lot of attention in recent years.
Pervasive computing, as demonstrated by the use of smart cards, radio-fre-
quency identification (RFID) tags, and sensor nodes, is transforming and
improving everyday life but also introducing security concerns and threats.
Several new cryptographic primitives have been proposed for use in
resource-constrained situations, led by lightweight block ciphers (Battey
and Parakh 2012; Battey and Parakh 2013; Bogdanov et al. 2007; Tiwari
et al. 2021; Zhao and Xu 2017). In addition, the National Institute of
Standards and Technology (NIST) has initiated a project to solicit, evaluate,
and standardize lightweight cryptographic algorithms that are suitable for
highly constrained environments. On February 7, 2023, NIST announced
the selection of the Ascon family for lightweight cryptography
standardization.
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In this paper, we define new string transformations over an ordered set of
m bijective S-boxes of order m. Using the string transformations over an
ordered set of four S-boxes of order 4 and elementary string transformations
over quasigroups of order 4 and 2, an extremely lightweight block cipher has
been designed that we call BCWST. The security of BCWST depends on the
selection of appropriate S-boxes and quasigroups used in the string transfor-
mations. The round functions in the encryption algorithm of BCWST consist
of a string transformation over an ordered set S of four S-boxes of order 4, a
string transformation over a quasigroup of order 4, and a string transform-
ation over a quasigroup of order 2. In the decryption algorithm, the elemen-
tary string transformations based on their conjugate quasigroups and string
transformations over S�1 are used. We analyzed the security of our design
and compared its randomizing ability with that of AES-128 (Daemen and
Rijmen 2002) and quasigroup-based block cipher INRU (Tiwari et al. 2021)
using the NIST statistical test suite in the cipher block chaining (CBC) mode
of operation. Further, an avalanche analysis of keystream and plaintext of
BCWST, AES-128, and INRU is presented. We then show the robustness of
our design against linear, differential, and algebraic attacks. The AES and
INRU ciphers use an 8� 8 S-box and a polynomially complete quasigroup
(Artamonov et al. 2013) of order 16 that does not have any proper subqua-
sigroups, respectively. To achieve hardware efficiency in BCWST, four 4-bit
S-boxes and a quasigroup of order 4 were used. The implementation of these S-
boxes and quasigroup is much more compact than the use of an 8� 8 S-box or
a 16-order quasigroup. Moreover, finding a nonlinear quasigroup of order 4 and
four cryptographically strong 4� 4 S-boxes is easier than finding a polynomially
complete quasigroup of order 16 with no proper subquasigroup, as used in the
INRU cipher. By choosing suitable S-boxes and a quasigroup of a smaller order
in designing BCWST, storage space is reduced compared with the AES-128 and
INRU ciphers, without compromising security.
In Section 2, we provide the definitions, properties, and results related to

the quasigroups and S-boxes that are required to understand subsequent
sections. Section 3 defines the elementary quasigroup string transformations
used in our cipher. In Section 4, we define new string transformations over
S-boxes, followed by an illustration of BCWST. The security analysis of the
proposed cipher, including the design’s randomness and robustness against
standard linear, differential, and algebraic attacks, is discussed in Section 5.
Section 6 concludes the paper.

2. Quasigroups and S-boxes

In this section, we discuss quasigroups, their representation, and S-boxes.
The reader may refer to other sources (Chauhan, Gupta, and Verma 2021;
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Chauhan et al. 2022; Markovski, Gligoroski, and Bakeva 1999; Wu and
Feng 2016) for a more detailed study.

Definition 1. A binary groupoid ðQ, �Þ is called a quasigroup if there exist
unique solutions x, y 2 Q of the equations x � a ¼ b and a � y ¼ b for all
ordered pairs ða, bÞ 2 Q2:

In view of Definition 1, given a quasigroup ðQ, �Þ, it is possible to asso-
ciate five other quasigroups ðQ, �Þ, ðQ, =Þ, ðQ, nÞ, ðQ, ==Þ, and ðQ, nnÞ,
known as parastrophes or conjugates of quasigroup ðQ, �Þ, as follows:
x�y¼z()y�x¼z ðopposite multiplicationÞ()z=y¼x ðright divisionÞ

()xnz¼y ðleft divisionÞ()y==z¼x ðopposite right divisionÞ() znnx
¼y (opposite left division).
The operations �, =, n, ==, and nn are sometime denoted as

�ð12Þ, �ð13Þ, �ð23Þ, �ð123Þ, and �ð132Þ, respectively.
Let Q be a finite set of order n. A Latin square on Q is an n ordered

square matrix with elements from Q such that each element of Q occurs
exactly once in each row and once in each column of the matrix. Note that
every quasigroup of order n can be represented as an n ordered Latin
square.
If N(n) is the number of quasigroups of order n, then N(n) is given by

the following inequality (van Lint and Wilson 2001):

ðn!Þ2n
nn2

� NðnÞ �
Yn
k¼1

ðk!Þnk: (1)

This shows that the number of quasigroups increases exponentially with
the order. This is one of the properties of quasigroups that enables their
application in cryptography (van Lint and Wilson 2001).
Let F2 be a Galois field of order 2, and n and m positive natural num-

bers. A Boolean function is a map f : Fn
2 ! F2, and a Boolean map or vec-

tor valued Boolean function is a map g : Fn
2 ! F

m
2 : Every such Boolean

map can be written as m n-ary Boolean functions, such as g0, g1, :::, gm�1

(known as coordinate functions of g), in the following way:

gðx0, x1, :::, xn�1Þ ¼ ðg0ðx0, x1, :::, xn�1Þ, g1ðx0, x1, :::, xn�1Þ, :::, gm�1ðx0, x1, :::, xn�1ÞÞ: (2)

The nonzero linear combinations of gi’s over F2 are called component
functions of g. Note that a coordinate function is also a component func-
tion. Every Boolean function f : Fn

2 ! F2 can be uniquely represented in
an algebraic normal form (ANF) in the following way:

f ðx0, x1, :::, xn�1Þ ¼
X

I2PðNÞ
aI

Y
i2I

xi
� �

(3)

where aI 2 F2 and P(N) denotes the power set of N ¼ f0, 1, :::, n� 1g:
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Every quasigroup (Q, f) of order 2n (n � 2) can be represented as a
Boolean map f : F2n

2 ! F
n
2, as follows:

f ðx0, x1, :::, xn�1; y0, y1, :::, yn�1Þ
¼ ðf0ðx0, x1, :::, xn�1; y0, y1, :::, yn�1Þ, :::, fn�1ðx0, x1, :::, xn�1; y0, y1, :::, yn�1ÞÞ,

(4)

where x0, x1, :::, xn�1 2 F
n
2 and y0, y1, :::, yn�1 2 F

n
2, and fi : F

2n
2 ! F2 are

Boolean functions, 0 � i � n� 1: The algebraic degree of quasigroup (Q, f)
is the algebraic degree of the vector valued Boolean function f, which is
equal to the maximum of the degree of its coordinate functions fi; 0 � i �
n� 1, if written in ANF. That is,

degðf Þ ¼ maxfdegðfiÞ : i ¼ 0, 1, :::, n� 1g: (5)

An n�m S-box S is a vector valued Boolean function S : Fn
2 ! F

m
2 :

They are used mainly to infuse nonlinearity in a block cipher. Note that
the function f in Equation (4) can be viewed as a 2n� n S-box.
A quasigroup (Q, f) is a linear quasigroup if all the component Boolean

functions of f are linear functions; otherwise, the quasigroup is a nonlinear
quasigroup (Dimitrova 2010; Gligoroski, Dimitrova, et al. 2009).

Remark 1. The rows/columns of a Latin square of order 2n can be consid-
ered n� n S-boxes. There are 2n such S-boxes corresponding to the 2n

rows/columns of the Latin square.

Definition 2 (Chauhan et al. 2022). An S-box S of order 4 is said to be a
cryptographically strong S-box if it satisfies the following conditions:

1. S is balanced,
2. nonlinearity of S is 4,
3. differential uniformity of S is 4, and
4. algebraic degree of S is 3.

3. Quasigroup string transformations

Definition 3 (Markovski, Gligoroski, and Andova 1997). Let (Q, f) be a
finite quasigroup, and Qn ¼ fðx0, x1, :::, xn�1Þjxi 2 Q, nP2g denote the set
of all n-tuples over Q. For a fixed element l 2 Q, two functions Lel, ðQ, f Þ :
Qn ! Qn and Ldl, ðQ, f Þ : Qn ! Qn are defined as follows:

Lel, ðQ, f Þðx0, x1, :::, xn�1Þ ¼ ðy0, y1, :::, yn�1Þ () yj ¼
f ðl, x0Þ, j ¼ 0

f ðyj�1, xjÞ, 1 � j � n� 1

(

(6)
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and

Ldl, ðQ, f Þðx0, x1, :::, xn�1Þ ¼ ðy0, y1, :::, yn�1Þ () yj ¼
f ðl, x0Þ, j ¼ 0

f ðxj�1, xjÞ, 1 � j � n� 1:

(

(7)

These functions are called elementary quasigroup transformations, or e-
transformation and d-transformation of Qn with leader l (over the
quasigroup(Q, f)), respectively.
In this paper, we call the e-transformation Lel, ðQ, f Þ and the d-transform-

ation Ldl, ðQ, f Þ left e-transformation and left d-transformation or left elemen-
tary quasigroup transformation of Qn with leader l, respectively. Their
functions are shown graphically in Figures 1 and 2.

Theorem 1 (Markovski, Gligoroski, and Bakeva 1999). Let ðQ, f , n, =Þ be a
finite quasigroup. Then for each leader l 2 Q and for each string x 2 Qn we
have Lel, ðQ, f Þ and Ldl, ðQ, nÞ, which are mutually inverse permutations of Qn,
i.e., Ldl, ðQ, nÞðLel, ðQ, f ÞðxÞÞ ¼ x ¼ Lel, ðQ, f ÞðLdl, ðQ, nÞðxÞÞ:
From Theorem 1, we can conclude that the transformations Lel, ðQ, f Þ and

Ldl, ðQ, nÞ can be used to define suitable encryption and decryption
functions.

Definition 4. Let (Q, f) be a finite quasigroup. For a fixed element l 2 Q,
two more functions Rel, ðQ, f Þ : Qn ! Qn and Rdl, ðQ, f Þ : Qn ! Qn are
defined as follows:

Rel, ðQ, f Þðx0, x1, :::, xn�1Þ ¼ ðy0, y1, :::, yn�1Þ () yj ¼
f ðl, xn�1Þ, j ¼ n� 1

f ðyjþ1, xjÞ, n� 2 � j � 0

(

(8)

and

Figure 1. Graphical representation of Lel, ðQ, fÞ:

Figure 2. Graphical representation of Ldl, ðQ, fÞ:
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Rdl, ðQ, f Þðx0, x1, :::, xn�1Þ ¼ ðy0, y1, :::, yn�1Þ () yj ¼
f ðl, xn�1Þ, j ¼ n� 1

f ðxjþ1, xjÞ, n� 2 � j � 0:

(
(9)

These functions are called right elementary quasigroup transformations, or
right e-transformation and right d-transformation of Qn with leader l (over
the quasigroup(Q, f)), respectively. Their graphical representations are
shown in Figures 3 and 4.

Theorem 2. Let ðQ, f , n, =Þ be a finite quasigroup. Then for each leader l 2 Q and
for each string x 2 Qn we haveRel, ðQ, f Þ andRdl, ðQ, nÞ, which are mutually inverse
permutations of Qn, i.e.,Rdl, ðQ, nÞðRel, ðQ, f ÞðxÞÞ ¼ x ¼ Rel, ðQ, f ÞðRdl, ðQ, nÞðxÞÞ:

Proof. Clearly Rel, ðQ, f Þ and Rdl, ðQ, nÞ are permutations of Qn (since
ðQ, f , n, =Þ is a finite quasigroup). Let x ¼ x0, x1, :::, xn�1 2 Qn and l 2 Q be
a leader. Let

Rel, ðQ, f Þðx0, x1, :::, xn�1Þ ¼ ðy0, y1, :::, yn�1Þ () yi ¼
f ðl, xn�1Þ, i ¼ n� 1

f ðyiþ1, xiÞ, n� 2 � i � 0,

(
(10)

and

Rdl, ðQ, nÞðy0, y1, :::, yn�1Þ ¼ ðz0, z1, :::, zn�1Þ () zi ¼
lnyn�1, i ¼ n� 1

yiþ1nyi, n� 2 � i � 0:

(
(11)

For i ¼ n� 1,

zn�1 ¼ lnyn�1 ðfrom ð11ÞÞ
i:e: zn�1 ¼ lnf ðl, xn�1Þ ðfrom ð10ÞÞ

() f ðl, zn�1Þ ¼ f ðl, xn�1Þ ðfrom definition of parastrophesÞ
() zn�1 ¼ xn�1 ðfrom left cancellation law of quasigroup ðQ, f ÞÞ:

Figure 3. Graphical representation of Rel, ðQ, fÞ:

Figure 4. Graphical representation of Rdl, ðQ, fÞ:
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For 0 � i � n� 2,

zi ¼ yiþ1nyi ðfrom ð11ÞÞ
i:e: zi¼ yiþ1nf ðyiþ1, xiÞ ðfrom ð10ÞÞ

() f ðyiþ1, ziÞ ¼ f ðyiþ1, xiÞ ðfrom definition of parastrophesÞ
() zi ¼ xi ðfrom left cancellation law of quasigroup ðQ, f ÞÞ:

Hence, we get Rdl, ðQ, nÞðRel, ðQ, f Þðx0, x1, :::, xn�1ÞÞ ¼ x0, x1, :::, xn�1:

For the other equality, suppose

Rdl, ðQ, nÞðx0, x1, :::, xn�1Þ ¼ ðy0, y1, :::, yn�1Þ () yi ¼ lnxn�1, i ¼ n� 1
xiþ1nxi, n� 2 � i � 0,

�
(12)

and

Rel, ðQ, f Þðy0, y1, :::, yn�1Þ ¼ ðz0, z1, :::, zn�1Þ () zi ¼
f ðl, yn�1Þ, i ¼ n� 1

f ðziþ1, yiÞ, n� 2 � i � 0:

(

(13)

For i ¼ n� 1,

zn�1 ¼ f ðl, yn�1Þ ðfrom ð13ÞÞ
i:e: zn�1¼ f ðl, ðlnxn�1ÞÞ ðfrom ð12ÞÞ

() lnzn�1 ¼ lnxn�1 ðfrom definition of parastrophesÞ
() zn�1 ¼ xn�1 ðfrom left cancellation law of quasigroup ðQ, nÞÞ:

For 0 � i � n� 2,

zi ¼ f ðziþ1, yiÞ ðfrom ð11ÞÞ
i:e: zi¼ f ðziþ1, ðxiþ1nxiÞÞ ðfrom ð10ÞÞ
() ziþ1nzi ¼ xiþ1nxiðfrom definition of parastrophesÞ:

Thus, for i ¼ n� 2, we have zn�1nzn�2 ¼ xn�1nxn�2: Also, zn�1 ¼ xn�1,
which implies zn�2 ¼ xn�2 (from left cancellation law of ðQ, nÞ).
Continuing in a similar way, we get zi ¼ xi, for all 0 � i � n� 2: Hence,
Rel, ðQ, f ÞðRdl, ðQ, nÞðx0, x1, :::, xn�1ÞÞ ¼ x0, x1, :::, xn�1: w

From Theorem 2, we can conclude that the transformations Rel, ðQ, f Þ and
Rdl, ðQ, nÞ can also be used to define suitable encryption and decryption
functions.

Remark 2. The pair of transformations (Lel, ðQ, f Þ,Ldl, ðQ, =Þ) and
(Rel, ðQ, f Þ,Rdl, ðQ, =Þ) can also be used suitably for encryption and decryption
purposes.
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4. Description of BCWST cipher

In this section, we define new string transformations over an ordered set of
bijective S-boxes. Then, using these string transformations and elementary
string transformations over a quasigroup, we proposes the block cipher
BCWST.

4.1. String transformations over S-boxes

Definition 5. Let S ¼ fS0, S1, :::, Sm�1g be an ordered set of m bijective S-
boxes of order m and Q ¼ F

m
2 : For a fixed element l 2 Q, define functions

Lel, ðQ, SÞ : Qn ! Qn and Rel, ðQ, SÞ : Qn ! Qn as follows:

Lel, ðQ, SÞðx0, x1, :::, xn�1Þ ¼ ðy0, y1, :::, yn�1Þ () yi ¼
Slmodmðx0Þ, i ¼ 0

Syi�1 modmðxiÞ, 1 � i � n� 1

(

(14)

and

Rel, ðQ, SÞðx0, x1, :::, xn�1Þ ¼ ðy0, y1, :::, yn�1Þ () yi ¼
Slmodmðxn�1Þ, i ¼ n� 1

Syiþ1 modmðxiÞ, n� 2 � i � 0,

(

(15)

where St mod m :¼ Sk; t 2 Q and k ¼ 0, 1, 2, :::,m� 1 are the m S-boxes of S.
We call these functions left string transformation (or left e-transformation)
and right string transformation (or right e-transformation) over the set S of
S-boxes with leader l, respectively.

Note that the ordered set means that the order of the S-boxes in set S
matters. That is, for a different order, such as S0 ¼ fS1, S0, S2, :::, Sm�1g, we
get a different function Lel, ðQ, S0Þ:
The graphical representations of the left and right string transformations

over the set S with leader l are shown in Figures 5 and 6, respectively.

Figure 6. Graphical representation of Rel, ðQ, SÞ:

Figure 5. Graphical representation of Lel, ðQ, SÞ:
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Definition 6. Let S ¼ fS0, S1, :::, Sm�1g be an ordered set of m bijective S-
boxes of order m and Q ¼ F

m
2 : For a fixed element l 2 Q, we define func-

tions LDl, ðQ, SÞ : Qn ! Qn and RDl, ðQ, SÞ : Qn ! Qn as follows:

LDl, ðQ, SÞðx0, x1, :::, xn�1Þ ¼ ðy0, y1, :::, yn�1Þ () yi ¼
Slmodmðx0Þ, i ¼ 0

Sxi�1 modmðxiÞ, 1 � i � n� 1,

(

(16)

and

RDl, ðQ, SÞðx0, x1, :::, xn�1Þ ¼ ðy0, y1, :::, yn�1Þ () yi ¼
Slmodmðxn�1Þ, i ¼ n� 1

Syiþ1 modmðxiÞ, n� 2 � i � 0,

(

(17)

where St mod m :¼ Sk; t 2 Q and k ¼ 0, 1, 2, :::,m� 1 are the m S-boxes of S.
We call these functions left inverse string transformation (or left D-trans-
formation) and right inverse string transformation (or right D-transform-
ation) over the set S of S-boxes with leader l, respectively.

The graphical representations of the left and right inverse string transfor-
mations over the set S with leader l are shown in Figures 7 and 8,
respectively.

Theorem 3. Let S be an ordered set of m bijective S-boxes of order m and
Q ¼ F

m
2 . Then the string transformations Lel, ðQ, SÞ,Rel, ðQ, SÞ, LDl, ðQ, SÞ, and

RDl, ðQ, SÞ are permutations on Qn.

Proof. The proof of the theorem follows from the fact that S-boxes are
bijective functions from Q to Q. w

Define the inverse of the ordered set S ¼ fS0, S1, :::, Sm�1g as an ordered set
S�1 ¼ fS�1

0 , S�1
1 , :::, S�1

m�1g and S�1
tmodm :¼ S�1

k ; t 2 Q and k ¼ 0, 1, :::,m� 1,
where Q ¼ F

m
2 :

Figure 8. Graphical representation of RDl, ðQ, SÞ:

Figure 7. Graphical representation of LDl, ðQ, SÞ:
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Theorem 4. Let S be an ordered set of m bijective S-boxes of order m and
Q ¼ F

m
2 . Then for a fixed element l 2 Q and for each string x 2 Qn we have

Lel, ðQ, SÞ and LDl, ðQ, S�1Þ, which are mutually inverse permutations of Qn,
i.e., LDl, ðQ, S�1ÞðLel, ðQ, SÞðxÞÞ ¼ x ¼ Lel, ðQ, SÞðxÞðLDl, ðQ, S�1ÞðxÞÞ:

Proof. The proof of the theorem follows trivially from the definition of
Lel, ðQ, SÞ and LDl, ðQ, S�1Þ and is hence omitted. w

From Theorem 4, we can conclude that the transformations Lel, ðQ, SÞ and
LDl, ðQ, S�1Þ can be used to define suitable encryption and decryption
functions.

Theorem 5. Let S be an ordered set of m bijective S-boxes of order m and
Q ¼ F

m
2 . Then for a fixed element l 2 Q and for each string x 2 Qn we have

Rel, ðQ, SÞ and RDl, ðQ, S�1Þ, which are mutually inverse permutations of Qn,
i.e., RDl, ðQ, S�1ÞðRel, ðQ, SÞðxÞÞ ¼ x ¼ Rel, ðQ, SÞðxÞðRDl, ðQ, S�1ÞðxÞÞ:

Proof. The result follows trivially from the definition of Rel, ðQ, SÞ and
RDl, ðQ, S�1Þ and is hence omitted. w

From Theorem 5, we can conclude that the transformations Rel, ðQ, SÞ and
RDl, ðQ, S�1Þ can also be used to define suitable encryption and decryption
functions.

Remark 3. It is worth noting that LDl, ðQ, S�1Þ ¼ Le�1
l, ðQ, SÞ and RDl, ðQ, S�1Þ ¼

Re�1
l, ðQ, SÞ are the inverse of the left and right string transformations over the

ordered set S of S-boxes, respectively.
The string transformations over the ordered set S of four bijective S-

boxes of order 4 and the elementary string transformations over qua-
sigroups of order 2 and 4 are the basic building blocks of our design. The
security of our cipher depends on the choice of S-boxes in set S and the
quasigroups used in the string transformations. Hence, we take string
transformations over the set of four cryptographically strong S-boxes of
order 4 and over a nonlinear quasigroup of order 4. This is discussed in
detail in the next section.

4.2. Components of the BCWST cipher

We designed a block cipher that comprises 10 rounds and operates on a
64-bit block length. We used an ordered set S of four bijective S-boxes of
order 4, S ¼ fS0, S1, S2, S3g, and two quasigroups ðQ1, �1Þ and ðQ2, �2Þ of
orders 4 and 2, respectively, where Q1 ¼ F

2
2 and Q2 ¼ F2: The four S-boxes

of the set S are cryptographically strong and have been chosen in such a
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way that when these S-boxes are written as rows, none of the elements in
each column repeats. These S-boxes can be obtained from any of the meth-
ods given in a number of sources (Chauhan et al. 2022; Leander and
Poschmann 2007; Mihajloska and Gligoroski 2012; Yu and Xu 2017). The
quasigroup ðQ1, �1Þ is nonlinear. The quasigroup ðQ2, �2Þ is such that the

element at the ð0, 0Þth position of its Latin square is the XOR of the first
and last bit of the last round key obtained from the round key generation
algorithm (discussed in Section 4.3). The quasigroup ðQ2, �2Þ is linear and
is determined by the last round key used as a post-whitening key. Here, we
use the ordered set S whose four S-boxes S0, S1, S2, and S3 are as given in
Table 1 and the quasigroup ðQ1, �1Þ as given in Table 2 (L289 in lexico-
graphical order). Note that the nonlinear quasigroups are correlated qua-
sigroups and weak restricted quasigroups. The reason for using nonlinear
quasigroups when designing cryptographic primitives is discussed by
Mileva and Markovski (2008).
The ANF of the four S-boxes S0, S1, S2, and S3 of the set S are as follows:

S0ðxÞ ¼ ðx0 þ x2 þ x0x2 þ x1x2 þ x0x3 þ x2x3 þ x0x1x2,
1þ x0 þ x1 þ x2 þ x1x2 þ x0x3 þ x2x3 þ x1x2x3,
1þ x1 þ x0x1 þ x0x2 þ x0x3 þ x1x3 þ x2x3 þ x0x1x2,
1þ x2 þ x3 þ x0x2 þ x0x3 þ x2x3 þ x0x1x2Þ

(18)

S1ðxÞ ¼ ð1þ x1 þ x2 þ x3 þ x0x2 þ x0x3 þ x1x3 þ x1x2x3,
1þ x2 þ x3 þ x0x2 þ x0x3 þ x2x3 þ x0x1x3,
1þ x0 þ x3 þ x0x2 þ x0x3 þ x1x3 þ x2x3 þ x0x1x3,
x1 þ x0x1 þ x0x2 þ x0x3 þ x1x2 þ x2x3 þ x0x1x3Þ

(19)

S2ðxÞ ¼ ðx0 þ x1 þ x3 þ x0x1 þ x0x2 þ x1x2 þ x0x3 þ x1x3 þ x2x3 þ x0x1x2,
1þ x0 þ x0x1 þ x0x2 þ x1x2 þ x1x3 þ x0x1x2 þ x1x2x3,
x2 þ x3 þ x0x2 þ x0x3 þ x2x3 þ x0x1x2,
1þ x1 þ x2 þ x3 þ x0x1 þ x1x3Þ

(20)
S3ðxÞ ¼ ð1þ x1 þ x2 þ x0x1 þ x1x2 þ x0x3 þ x1x3 þ x2x3 þ x0x1x2,

1þ x0x1 þ x1x2 þ x0x3 þ x1x3 þ x1x2x3,
1þ x2 þ x3 þ x0x3 þ x2x3 þ x0x1x2,
1þ x0 þ x1 þ x2 þ x0x1 þ x1x3Þ

(21)

The quasigroup ðQ1, �1Þ can be presented as a Boolean map �1 : F4
2 !

F
2
2, and its ANF is given by:

Table 1. The four S-boxes S0, S1, S2, and S3 of the set S.
x 0 1 2 3 4 5 6 7 8 9 A B C D E F

S0ðxÞ 7 6 A 4 1 2 0 8 B 5 D C F 3 E 9
S1ðxÞ E 0 2 B 7 3 A 1 C D F 9 4 8 6 5
S2ðxÞ 5 E 6 7 C A 3 B 9 8 4 F D 1 2 0
S3ðxÞ F D 4 C 6 9 1 0 E 2 5 3 A B 7 8
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ðx0, x1Þ�1ðy0, y1Þ ¼ ð1þ x0 þ x1 þ y0 þ y1 þ x1y1, x0 þ y0 þ x1y1Þ (22)

The algebraic degree of ðQ1, �1Þ is 2, hence it is a nonlinear quasigroup.
The storage space required by the 16-order quasigroup used in the block

cipher INRU (Tiwari et al. 2021) is 128 bytes, and that required by the
8� 8 S-box used in the AES cipher is 256 bytes. However, the storage space
required by the set S of four S-boxes and the quasigroup of order 4 used in
our cipher is just 36 bytes, or approximately one-fourth and one-seventh that
of the INRU and AES ciphers, respectively. The nonlinear quasigroup of
order 4 and the four cryptographically strong S-boxes used in our design can
be found much more easily than the polynomially complete quasigroup of
order 16 used in INRU. Also, our cipher comprises only 10 rounds, and
because of the small number of rounds, we get a relatively fast cipher.

4.3. Round key generation

In this step, we generate 11 64-bit round keys using an initial 128-bit long
key (secret key), an initial value of length 64-bit, the ordered set S of four
cryptographically strong S-boxes of order 4, and the quasigroup ðQ1, �1Þ of
order 4. Let the initial key be IK ¼ ðIK0, IK2, :::, IKn�1Þ and the initial value
be iv ¼ ðiv0, iv1, :::, iv31Þ, where n¼ 64, IKi is a 2-bit word from F

2
2

(0 � i � n� 1) and ivi is a 2-bit word from F
2
2 (0 � i � 31). Let s ¼ n� 11:

First, the key IK is extended to K ex ¼ ðK ex0,K ex1, :::,K exs�1Þ, where

K exi ¼
IKi mod n, 0 � i � 2n� 1 or 8n � i � 10n� 1,
ivi mod n, 2n � i � 2nþ 31 or 10n � i � 10nþ 31,
i mod 4, elsewhere:

8<
: (23)

Initially, we apply the left e-transformation on K ex over the quasigroup
ðQ1, �1Þ with leader IK0. Then, with leader IKi, we apply the left and right string
transformations over the ordered set S0 of S-boxes obtained by swapping the IKth

i�1

and IKth
iþ1 S-boxes in the ordered set S on K ex alternatively for even and odd val-

ues of i, for i ¼ 1, 2, :::, n� 2: Next, we apply the right e-transformation over the
quasigroup ðQ1, �1Þ with leader IKn�1 on K ex: Finally, we obtain the 11 round
keys from K ex as: RKi ¼ ðK exn�iþ0,K exn�iþ2, :::,K exn�iþ62Þ, 0 � i � 10:
The pseudo-algorithm of the round key generation is given in Algorithm 1.

Table 2. The Latin square of ðQ1, �1Þ.
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Algorithm 1 Round key generation algorithm

Inputs:
(1) IK ¼ ðIK0, IK1, :::, IKn�1Þ� the initial key (IKi are 2-bit words)
(2) iv ¼ ðiv0, iv1, :::, iv31Þ– the initial value in 2-bit words

Outputs:
(1) Round key RK ¼ ðRK0,RK1, :::,RK10Þ

1: function Gen_RK(IK)
2: s :¼ n� 11
3: for i¼ 0 to s� 1 do
4: if i 2 ½0, 2n� 1� or i 2 ½8n, 10n� 1� then
5: K exi :¼ IKi mod n

6: else if i 2 ½2n, 2nþ 31� or i 2 ½10n, 10nþ 31� then
7: K exi :¼ ivi mod n

8: else
9: K exi :¼ i mod 4
10: end if
11: end for
12: l :¼ IK0

13: K ex :¼ Lel, ðQ1, �1ÞðK exÞ
14: for i¼ 1 to n� 2 do
15: l :¼ IKi

16: S0 :¼ SwapðS, IKi�1, IKiþ1Þ . S0 obtained by swapping the IKth
i�1

and IKth
iþ1 S-box in S

17: if i is even then
18: K ex :¼ Lel, ðQ, S0ÞðK exÞ
19: else
20: K ex :¼ Rel, ðQ, S0ÞðK exÞ
21: end if
22: end for
23: l :¼ IKn�1

24: K ex :¼ Rel, ðQ1, �1ÞðK exÞ
25: for i¼ 0 to 10 do
26: RKi :¼ ðK exn�iþ0,K exn�iþ2, :::,K exn�iþ62Þ
27: end for
28: return RK :¼ ðRK0,RK1, :::,RK10Þ
29: end function
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4.4. Encryption and decryption algorithms

Let M be a plaintext divided into N 64-bit blocks. Let MðiÞ be an ith block

of plaintext divided into 4-bit words from F
4
2: Let M

ðiÞ ¼ MðiÞ
0 ,MðiÞ

1 , :::,MðiÞ
15 :

The 11 round keys RK0,RK1, :::,RK10, each consisting of 64 bits, are
generated using the round key generation algorithm as discussed in Section
4.3. Here, RK10 is the post-whitening key, that is, the XOR after the last
round of encryption. Each round of the design consists of key mixing fol-
lowed by a string transformation over the set S of S-boxes, an elementary
transformation over quasigroup ðQ1, �1Þ that provides confusion in the
design, and an elementary transformation over quasigroup ðQ2, �2Þ that
provides diffusion in the design. The string transformation over the set S
of S-boxes and the elementary string transformation over quasigroup
ðQ1, �1Þ are nonlinear. However, the elementary string transformation over
quasigroup ðQ2, �2Þ is linear. The left string transformation over the set S
of S-boxes followed by right and left e-transformations over quasigroups
ðQ1, �1Þ and ðQ2, �2Þ, respectively, are applied in odd rounds, and the right
string transformation over the set S of S-boxes followed by left and right e-
transformations over quasigroups ðQ1, �1Þ and ðQ2, �2Þ, respectively, are
applied in even rounds. The leaders (denoted by l1 and l2) used in the first
and second transformations in round r are the first two and last two bits of
the round key RKr�1, respectively.
Let XOR : F64

2 � F
64
2 ! F

64
2 , which denotes the function for XORing the

round key, be defined as:

XORðk0, k1, :::, k63; x0, x1, :::, x63Þ ¼ ðk0 � x0, k1 � x1, :::, k63 � x63Þ, (24)

where k0, k1, :::, k63 and x0, x1, :::, x63 2 F
64
2 : The left and right string trans-

formations Lel1, ðQ, SÞ and Rel1, ðQ, SÞ (as confusion layer) are functions on

Q16, where Q ¼ F
4
2: These transformations are defined in Equations (14)

and (15). The other confusion transformations, Lel2, ðQ1, �1Þ and
Rel2, ðQ1, �1Þ, are functions on Q32

1 : And the last transformation layer for
diffusion, Le1, ðQ2, �2Þ and Re0, ðQ2, �2Þ, is a function on Q64

2 : These qua-
sigroup transformations are defined in Equations (6) and (8) (for n¼ 32
and n¼ 64, respectively). If Rodd and Reven denote the odd and even
round functions of the encryption algorithm, then mathematically, these
functions can be written as:

Rodd ¼ Le1, ðQ2, �2Þ 	 Rel2, ðQ1, �1Þ 	 Lel1, ðQ, SÞ 	 XOR (25)

and
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Reven ¼ Re0, ðQ2, �2Þ 	 Lel2, ðQ1, �1Þ 	 Rel1, ðQ, SÞ 	 XOR: (26)

Note that 	 denotes the usual composition function. Algorithm 2 describes
the encryption function in the form of pseudo-code. The workflow of the
encryption algorithm is shown in Figure 9. The encryption of an ith block
of an odd round r of the design is shown in Figure 10. A similar figure can
be drawn for an ith block of an even round of the design. In total, there
are 10 rounds in the block cipher design.

Algorithm 2 Encryption algorithm

Inputs:
(1) M� the plaintext with elements from Q, where Q ¼ F

4
2: Let M ¼

M0,M1, :::,MN�1 be the N number of blocks to be encrypted,
where each Mi is of 64-bit long.

(2) Round key RK ¼ ðRK0,RK1, :::,RK10Þ
Outputs:

(1) Ciphertext C ¼ C0,C1, :::,CN�1

for i¼ 0 to N � 1 do
2: Ci :¼ Mi

for r¼ 1 to 10 do
4: l1 :¼ first two bits of RKr�1

l2 :¼ last two bits of RKr�1

6: Ci :¼ XORðCi,RKr�1Þ
if r is odd then

8: Ci :¼ Lel1, ðQ, SÞðCiÞ
Ci :¼ Rel2, ðQ1, �1ÞðCiÞ

10: Ci :¼ Le1, ðQ2, �2ÞðCiÞ
else

12: Ci :¼ Rel1, ðQ, SÞðCiÞ
Ci :¼ Lel2, ðQ1, �1ÞðCiÞ

14: Ci :¼ Re0, ðQ2, �2ÞðCiÞ
end if

16: end for
Ci :¼ XORðCi,RK10Þ

18: end for

In the decryption algorithm, we use the string transformations on Q16

over the inverse set S�1 of S-boxes and string transformations (d-transfor-
mations) over the inverse conjugates ðQ1, n�1Þ and ðQ2, n�2Þ of the qua-

sigroups ðQ1, �1Þ and ðQ2, �2Þ, respectively. Note that there are two
different binary operations, so we have used these operations in the suffix
corresponding to each of their conjugates. If R0

odd and R0
even denote the
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odd and even round functions of the decryption algorithm, then the round
functions can be written mathematically as:

R0
odd ¼ XOR 	 RDl1, ðQ, S�1Þ 	 Ldl2, ðQ1, n�1 Þ 	 Rd0, ðQ2, n�2 Þ (27)

and

R0
even ¼ XOR 	 LDl1, ðQ, S�1Þ 	 Rdl2, ðQ1, n�1 Þ 	 Ld1, ðQ2, n�2 Þ: (28)

Algorithm 3 describes the decryption function in the form of pseudo-code.
The workflow of the decryption algorithm is shown in Figure 11. The
decryption of an ith block of an odd round r of the design is shown in
Figure 12. A similar figure can be drawn for the ith block of an even round
of the design.

Figure 9. Graphical description of the encryption algorithm.

CRYPTOLOGIA 453



Algorithm 3 Decryption algorithm

Inputs:
(1) C� the ciphertext with elements from Q, where Q ¼ F

4
2: Let C ¼

C0,C1, :::,CN�1 be the N number of blocks to be decrypted, where
each Ci is of 64-bit long.

(2) Round key RK ¼ ðRK0,RK1, :::,RK10Þ
Outputs:

(1) Plaintext M ¼ M0,M1, :::,MN�1

for i¼ 0 to N � 1 do
Mi :¼ Ci

3: Mi :¼ XORðMi,RK10Þ
for r¼ 1 to 10 do

l1 :¼ first two bits of RK10�r

6: l2 :¼ last two bits of RK10�r

if r is odd then
Mi :¼ Rd0, ðQ2, n�2 ÞðMiÞ

9: Mi :¼ Ldl2, ðQ1, n�1 ÞðMiÞ
Mi :¼ RDl1, ðQ, S�1ÞðMiÞ

else
12: Mi :¼ Ld1, ðQ2, n�2 ÞðMiÞ

Mi :¼ Rdl2, ðQ1, n�1 ÞðMiÞ
Mi :¼ LDl1, ðQ, S�1ÞðMiÞ

15: end if
Mi :¼ XORðMi,RK10�rÞ

end for
18: end for

5. Security analysis

In this section, the security of the proposed block cipher BCWST is analyzed. The
randomizing ability of BCWST is compared with that of AES-128 and the qua-
sigroup-based block cipher INRU in the CBC mode of operation using the NIST
test suite. We then provide an avalanche analysis of the keystream and plaintext
of BCWST, AES-128, and INRU. In addition, the robustness of BCWST against
linear, differential, and algebraic attacks is presented using the standard approach.

5.1. Randomness testing

In this section, the NIST test suite (National Institute of Standards and
Technology 2001; Bassham 2010) is used to analyze the randomness of
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BCWST. We compare the results obtained for our design with those
obtained for AES-128 and INRU (Tiwari et al. 2021) in the CBC mode of
operation for 100 binary sequences of length 220 produced using 100 ran-
dom 128-bit keys generated by the ANSI X9.31 random number generator.
The tests were conducted with a significance level of 99%. Tables 3–5 show
the percentage of success and the uniformity of p values obtained from the
NIST test suite experiment done with plaintext 0x00, 0xFF, and randomly
generated in the ciphers BCWST, INRU, and AES-128, respectively. The p
value in the tables determines the uniformity of the p value obtained from
the statistical tests when the interval between 0 and 1 is divided into 10
subintervals. These values are obtained from the application of a chi-square
test. From these tables, we can conclude that the randomness of the pro-
posed cipher BCWST is comparable to that of INRU and AES-128. Table 9
lists the abbreviations for the NIST test used in Tables 3–5.

5.2. Avalanche criterion

During the security assessment of any cipher, it is desirable to check that
whenever a single input bit is flipped (from 0 to 1 or from 1 to 0), an aver-
age of half the output bits are also changed, known as the avalanche criter-
ion. The avalanche criterion has been given various mathematical
formulations in different contexts, such as block ciphers, Boolean functions,
and hash algorithms. In the case of a block cipher, a slight change in the
plaintext or the key should result in a significant change in the ciphertext
(Gustafson et al. 1994).

Figure 10. Graphical representation of the ith block of an odd round of the encryption.
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5.2.1. Avalanche analysis of keystream
In this section, we analyze the percentage change in the ciphertext of
BCWST, INRU, and AES-128 whenever a single bit of the secret key is
flipped (from 0 to 1 or from 1 to 0). To determine whether BCWST satis-
fies the avalanche criterion, we produced 100 random secret keys and
encrypted a randomly generated plaintext 64,000 bits long using each of
these keys. We then encrypted the random plaintext using the key obtained
by altering a specific bit in each of the secret keys. We compared the
obtained ciphertexts with the original ciphertexts to compute the percent-
age change in the three ciphers BCWST, INRU, and AES-128. Every bit in
each of the secret keys was altered throughout the procedure over the
length of the key, and some of the outcomes of the experiment are shown
in Table 6. Each cell of the table represents the average percentage change

in the ciphertext when the ith bit of all 100 keys is flipped, where i is a

Figure 11. Graphical description of the decryption algorithm.
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position in the key, 1 � i � 128: For instance, the table indicates that when
the 4th bit of the keys is flipped, the percentage change in the ciphertext is
50.001 in BCWST, 49.918 in INRU, and 49.984 in AES-128. According to
the experimental results obtained in Table 6, we can conclude that the
ciphertext is changed with a probability of around 50% when an arbitrary
bit of the keystream is changed. Hence, the proposed cipher satisfies the
avalanche criterion. The minimum and maximum average percentages
obtained in BCWST, INRU, and AES-128 are shown in the last two rows
of Table 6.

5.2.2. Avalanche analysis of plaintext
We produced a random secret key and encrypted 10,000 different randomly
generated plaintexts of the same length (block size) with this secret key to
determine whether the three ciphers satisfied the avalanche criterion. We
then encrypted the plaintexts obtained by altering a specific bit in each of
the randomly generated plaintexts using the random secret key. The results
were compared with the original ciphertexts, and we computed the average
percentage change in the ciphertext when the ith bit of the produced plain-
texts (10,000 in number) were flipped, for all i from 1 to the block length.
In this process, every bit in each of these plaintexts was changed one by
one. The minimum and maximum average percentages obtained in
BCWST, INRU, and AES-128 are shown in Table 7.
From Tables 6 and 7 we can conclude that BCWST has approximately

the same diffusion effect as AES-128 and INRU, with relatively less space
complexity.

Figure 12. Graphical representation of the ith block of an odd round of the decryption.
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5.3. Linear cryptanalysis

Linear cryptanalysis (Heys 2002; Matsui 1993) is a plaintext attack in which
the attacker has knowledge of the set of plaintexts and their corresponding
ciphertexts but there is no way to select which plaintexts and correspond-
ing ciphertexts are available. In linear cryptanalysis, the attacker tries to
approximate the nonlinear part of the design (the S-boxes) by using the
linear relationship between the output bits obtained at a certain round with
the key bits and the plaintext bits.
The conventional linear trail is not useful because the S-box is not fixed.

Therefore, similar to the block cipher INRU, we opt for a standard

Table 4. Percentage of success and uniformity of p values obtained from NIST tests for INRU.

Test

Plaintext 0x00 Plaintext 0xFF Random plaintext

Success % p value Success % p value Success % p value

Freq 100 0.4944 99 0.6371 100 0.1626
BF 99 0.8513 100 0.978 100 0.4943
Runs 99 0.6163 99 0.0519 100 0.6579
LRO 99 0.5141 99 0.2368 98 0.2896
Rank 99 0.5141 99 0.0519 99 0.1916
DFT 99 0.1537 98 0.3505 98 0.4372
NOTM (148 templates) 96–100 0.004–0.9978 96–100 0.0076–0.9914 96–100 0.0066–0.9963
OTM 98 0.6163 99 0.9114 99 0.0711
MUS 99 0.0668 99 0.1223 98 0.1025
LC 99 0.6786 100 0.1537 99 0.1025
Serial 1 100 0.3669 99 0.3505 99 0.0965
Serial 2 99 0.4559 99 0.2757 100 0.5141
AE 98 0.3041 100 0.4749 100 0.7981
CSF 98 0.4190 98 0.4372 100 0.0046
CSB 99 0.9879 100 0.9558 99 0.3345
RE (8 states) 98–100 0.0965–0.8832 98.21–100 0.00003–0.9114 98.46–100 0.0956–0.9411
REV (18 states) 96–100 0.1223–0.9914 94.64–100 0.0020–0.9558 95.38–100 0.0704–0.9705

Table 3. Percentage of success and uniformity of p values obtained from NIST tests for BCWST.

Test

Plaintext 0x00 Plaintext 0xFF Random plaintext

Success % p value Success % p value Success % p value

Freq 99 0.9717 99 0.9558 100 0.1025
BF 100 0.6579 100 0.3345 100 0.6371
Runs 98 0.9781 100 0.4012 99 0.1626
LRO 100 0.6787 100 0.3346 100 0.5543
Rank 100 0.9357 99 0.1719 99 0.0457
DFT 100 0.7598 97 0.9643 98 0.4944
NOTM (148 templates) 96–100 0.004–0.9943 96–100 0.0046–0.9915 96–100 0.0134–0.9978
OTM 98 0.5749 98 0.6163 100 0.5749
MUS 98 0.7981 99 0.5141 100 0.475
LC 99 0.2133 98 0.6993 99 0.5341
Serial 1 100 0.1816 98 0.0205 99 0.4559
Serial 2 99 0.7981 98 0.1373 99 0.4011
AE 100 0.1154 100 0.6993 100 0.0146
CSF 98 0.7598 99 0.8832 99 0.4373
CSB 99 0.5141 99 0.6579 98 0.4373
RE (8 states) 97.18–100 0.2053–0.8810 96.88–100 0.1480–0.8623 98.46–100 0.0635–0.922
REV (18 states) 95.77–100 0.3863–0.9643 98.44–100 0.0822–0.9114 96.92–100 0.0007–0.9809
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approach and show that even at the end of the second round, the linear
approximation is not possible for the nonlinear component of the design.
To add confusion to our design, we used left and right string transforma-
tions over the ordered set S of four cryptographically strong S-boxes of
order 4 and left and right e-transformations over quasigroup ðQ1, �1Þ of
order 4. For a fixed element l of Q1, the binary operation �1 of the qua-
sigroup ðQ1, �1Þ can be considered as a 2� 2 S-box, as follows:

Table 5. Percentage of success and uniformity of p values obtained from NIST tests for AES-128.

Test

Plaintext 0x00 Plaintext 0xFF Random plaintext

Success % p value Success % p value Success % p value

Freq 97 0.5141 100 0.1626 99 0.8165
BF 98 0.0135 99 0.8677 99 0.9914
Runs 97 0.6371 99 0.4373 98 0.4190
LRO 99 0.4559 100 0.3669 100 0.9716
Rank 97 0.0329 100 0.5955 98 0.2896
DFT 95 0.6579 95 0.6163 99 0.7197
NOTM (148 templates) 95–100 0.0102–0.9942 95–100 0.0179–0.9781 95–100 0.0034–0.9914
OTM 99 0.0167 99 0.1626 98 0.6993
MUS 98 0.5141 100 0.4943 100 0.8676
LC 99 0.9357 100 0.9463 100 0.9114
Serial 1 100 0.2897 100 0.3505 98 0.2133
Serial 2 99 0.1626 100 0.2757 99 0.9357
AE 99 0.8514 95 0.3345 99 0.0220
CSF 99 0.2023 100 0.7399 99 0.9988
CSB 99 0.7399 99 0.6993 100 0.6371
RE (8 states) 97.10–100 0.0151–0.7565 98.55–100 0.0514–0.8755 98.24–100 0.0008–0.5544
REV (18 states) 94.2–100 0.0151–0.8486 97.1–100 0.0190–0.7887 98.24–100 0.0329–0.9879

Table 6. Avalanche effect of keystream.

Position in key (in bits)

% change in ciphertext

BCWST INRU AES-128

1 50.008 49.977 50.008
2 50.006 50.006 50.004
3 49.989 49.968 50.019
4 50.001 49.918 49.984
5 50.012 49.956 50.002
9 50.003 50.0236 49.994
13 49.999 49.918 50.008
27 49.994 50.064 49.968
34 50.002 50.146 50.005
55 49.957 50.037 49.985
63 49.990 50.076 50.023
80 49.993 50.051 49.967
97 49.978 49.973 49.998
100 50.006 49.961 50.003
106 50.004 49.965 50.005
111 50.002 50.065 50.001
125 50.005 49.963 49.970
126 50.011 50.102 50.012
127 50.012 49.964 49.997
128 50.015 50.020 49.994
Min 49.931 49.822 49.937
Max 50.054 50.164 50.046
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Sl : Q1 ! Q1, x 7! l�1x, 8 x 2 Q1:

This implies that the rows of the quasigroup ðQ1, �1Þ give four 2� 2 S-
boxes, S00, S

0
1, S

0
2, and S03: Hence, the left and right string transformations

over the set S of S-boxes of order 4 can be considered a layer of 16 4� 4 S-
boxes, and the left and right e-transformations over the quasigroup ðQ1, �1Þ
with a fixed leader can be considered a layer of 32 2� 2 S-boxes. In each of
these layers, the output of an S-box determines the selection of the subse-
quent S-box. Hence, the S-box layers corresponding to left and right string
transformations over both the set S of S-boxes and the quasigroup are out-
put dependent.
Let m0,m1, :::,m63 be an input block of plaintext and RK0 ¼

rk00, rk
0
1, :::, rk

0
63: Then we have:

a0, a1, :::, a63 ¼ m0 � rk00,m1 � rk01, :::,m63 � rk063, (29)

where a0, a1, :::, a63 is the output block obtained after key XORing. If
ðx0, x1, x2, x3Þ and ðy0, y1, y2, y3Þ are the nonzero input-output masks corre-
sponding to the first 4� 4 S-box, then we get the following relation:

y0b0 � y1b1 � y2b2 � y3b3 ¼ x0a0 � x1a1 � x2a2 � x3a3, (30)

where b0, b1, :::, b63 is the output of the left string transformation over the
set S with leader l1 2 Q, i.e., Lel1, ðQ, SÞða0, a1, :::, a63Þ ¼ ðb0, b1, :::, b63Þ:
If c0, c1, :::, c63 is the output of the right e-transformation over the qua-

sigroup ðQ1, �1Þ with leader l2, i.e., Rel2, ðQ1, �1Þðb0, b1, :::, b63Þ ¼
ðc0, c1, :::, c63Þ, then we have:

t0c0 � t1c1 ¼ z0b0 � z1b1 (31)

and

t2c2 � t3c3 ¼ z2b2 � z3b3 (32)

where ðz0, z1Þ, ðt0, t1Þ and ðz2, z3Þ, ðt2, t3Þ are input-output masks of the 31st

and 32nd S-boxes, respectively.

Table 7. Avalanche effect of plaintext.
Min % (over length of plaintext) Max % (over length of plaintext)

BCWST 49.959 50.041
INRU 49.943 50.042
AES-128 49.957 50.032

Table 8. The Latin square of (Q2, �2).
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If d0, d1, :::, d63 is the output of the left e-transformation over the qua-
sigroup ðQ2, �2Þ with leader 1, i.e., Le1, ðQ2, �2Þðc0, c1, :::, c63Þ ¼ ðd0, d1, :::, d63Þ,
then we get the following relations for the first 4 bits:

d0 ¼ 1�2c0, d1 ¼ d0�2c1, d2 ¼ d1�2c2 and d3 ¼ d2�2c3: (33)

Suppose the quasigroup ðQ2, �2Þ is as given in Table 8:
Clearly, the ANF of ðQ2, �2Þ is x1�2x2 ¼ 1þ x1 þ x2: Hence, Equation

(33) takes the form:

d0 ¼ c0, d1 ¼ c0 � c1 � 1, d2 ¼ c0 � c1 � c2, d3 ¼ c0 � c1 � c2 � c3 � 1: (34)

Let RK1 ¼ rk10, rk
1
1, :::, rk

1
63: Then, after XORing with the output of the

first round, we get:

a00, a
0
1, :::, a

0
63 ¼ d0 � rk10, d1 � rk11, :::, d63 � rk163: (35)

Similarly in the second round, if ðx00, x01, x02, x03Þ and ðy00, y01, y02, y03Þ are the
nonzero input-output masks corresponding to the last (16th) 4� 4 S-box,
then we get the following relation:

y00b
0
0 � y01b

0
1 � y02b

0
2 � y03b

0
3 ¼ x00a

0
0 � x01a

0
1 � x02a

0
2 � x03a

0
3, (36)

where b00, b
0
1, :::, b

0
63 is the output of the right string transformation over the

set S with leader l1 2 Q:
If c00, c

0
1, :::, c

0
63 is the output of the left e-transformation over quasigroup

ðQ1, �1Þ with leader l2, then for arbitrary nonzero input-output masks
ðz00, z01Þ, ðt00, t01Þ and ðz02, z03Þ, ðt02, t03Þ corresponding to the first and second S-
boxes, respectively, we get:

t00c
0
0 � t01c

0
1 ¼ z00b

0
0 � z01b

0
1, (37)

and

t02c
0
2 � t03c

0
3 ¼ z02b

0
2 � z03b

0
3: (38)

If d00, d
0
1, :::, d

0
63 is the output of the left e-transformation over the qua-

sigroup ðQ2, �2Þ given in Table 8 with leader 0, then we have the following
relations:

d03 ¼ � 63
i¼3c

0
i � 1, d02 ¼ � 63

i¼2c
0
i, d

0
1 ¼ � 63

i¼1c
0
i � 1 and d00 ¼ � 63

i¼0c
0
i: (39)

The description of linear cryptanalysis is shown graphically in Figure 13.
When we try to arrive at an approximation of input and output variables
directly and try to find the bias, we encounter intermediate variables. We
tried to eliminate the intermediate variables, but since the number of equa-
tions is far less than the number of intermediate variables, the process of
elimination is computationally hard. In particular, at the end of the second
round, we get equations with intermediate variables that are computation-
ally infeasible to eliminate in terms of plaintext bits and key bits.
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Therefore, it is not possible to obtain a linear approximation, and the
design is resistant to linear attack.

5.4. Differential cryptanalysis

Differential cryptanalysis (Biham and Shamir 1991; Heys 2002) is a plain-
text attack in which the attacker has the ability to choose plaintexts and
examine their corresponding ciphertexts in an attempt to derive the secret
key. In any block cipher design with block size n, given a particular input
difference, the probability of a particular output difference occurring should
not be greater than 1

2n :

Here, we show that our design does not have a differential distinguisher. Let
m and m0 be plaintexts with difference Dm ¼ m � m0, such that only their last
4 bits differ, that is, m ¼ 0xm0,m1, :::,m14,m15,m0 ¼ 0xm0,m1, :::,m14,m0

15

and Dm ¼ m � m0 ¼ 0x0, 0, :::, 0,Da: This difference Dm passes through the

Figure 13. Graphical representation of linear cryptanalysis.
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XOR layer of the round key without any change. After applying the left string
transformation layer over the set S of S-boxes with leader l1 from the left, we
get the output difference of the form 0x 0, :::, 0Db, where Db 6¼ 0: Let
0xb0, b1, :::, b14, b15 and 0xb0, b1, :::, b14, b015 be the respective output of the left
string transformation layer over S, where b15 6¼ b015: Let bi ¼ c2i, c2iþ1, 0 � i �
15 and b015 ¼ c030, c

0
31: Equivalently, we have c0, c1, :::, c29, c30, c31 and

c0, c1, :::, c29, c030, c
0
31 as the input of the right e-transformation layer, where

ci, c0i 2 Q1 ¼ F
2
2: Since ðc30, c31Þ 6¼ ðc030, c031Þ, then ci 6¼ c0i for at least one i 2

f30, 31g: Let us suppose that c31 6¼ c031: Thus, when the right e-transformation
layer over the quasigroup ðQ1, �1Þ is applied from the right with leader l2, we
have input difference ð0,Dc31Þ corresponding to the first S-box (from the
right), which gives a nonzero output difference Dd31: Similarly, the second S-
box has input difference ðDd31,Dc30Þ and produces output difference Dd30:
The next outputs are obtained from two different S-boxes, say Si and Sj, from
two different rows i and j of quasigroup ðQ1, �1Þ, but they can be from the
same column of its Latin square. Therefore, based on the structure of the Latin
square, no element in the column of the Latin square of ðQ1, �1Þ repeats; hence,
we definitely have d30 6¼ d030 when c30 ¼ c030: Continuing in the same way and
using the same arguments, we get dj 6¼ d0j, for j ¼ 29, 28, :::, 1, 0: Thus, dj 6¼
d0j, 8 0 � j � 31: This shows that all the 2� 2 S-boxes are active only in the

first round. However, when c30 6¼ c030, d30 and d030 may or may not be distinct.
If d30 6¼ d030, we are done; that is, all the 2� 2 S-boxes are active only in the
first round. Otherwise, all the S-boxes are activated in the second round. For
the case c31 ¼ c031, we get d31 ¼ d031 and c30 6¼ c030: This implies d30 6¼ d030,
which means d29 6¼ d029: Continuing in a similar way, we get dj 6¼ d0j, 8 0 �
j � 30: Thus, all the S-boxes are activated only in the first round. This is
shown graphically in Figure 14. Thus, our design is resistant to differential
attack.

5.5. Algebraic cryptanalysis

The algebraic cryptanalysis (Bard 2009) of our design was performed simi-
larly to the analysis of the PRESENT block cipher (Bogdanov et al. 2007).
Any 4� 4 S-box can be described by at least 21 multivariate quadratic
equations in the eight input/output-bit variables over F2: All four 4� 4 S-
boxes used in our cipher are described by 21 such equations. Thus, all the
4� 4 S-boxes in the entire block cipher can be described by e1 ¼ n1 � 21
quadratic equations in v1 ¼ n1 � 8 variables, where n1 is the number of
4� 4 S-boxes in the encryption and key generation algorithms. In our
cipher, we have n1 ¼ ð10� 16Þ þ ð31� 176Þ, or n1 ¼ 5616: Thus, we get
e1 ¼ 117936 and v1 ¼ 44928: It is well known that any 2� 2 S-box can be

CRYPTOLOGIA 463



described by at least five multivariate quadratic equations in the four
input/output-bit variables over F2: In our cipher, all four 2� 2 S-boxes
used as part of the quasigroup of order 4 are described by five such equa-
tions. Thus, all the 2� 2 S-boxes in the entire block cipher can be described
by e2 ¼ n2 � 5 quadratic equations in v2 ¼ n2 � 4 variables, where n2 is the
number of 2� 2 S-boxes in the encryption and key generation algorithms.
In our cipher, we have n2 ¼ ð10� 32Þ þ ð2� 352Þ, or n2 ¼ 1024: Thus,
we get e2 ¼ 5120 and v2 ¼ 4096: Hence, the entire system consists of e1 þ
e2 ¼ 123056 quadratic equations in v1 þ v2 ¼ 49024 variables, which greatly
exceeds the number for the PRESENT cipher (which has 1,1067 quadratic
equations in 4,216 variables). Because the problem of solving a system of
multivariate quadratic equations is NP-hard, the authors of the PRESENT
cipher believe that it has resistance against an algebraic attack. Thus, we
strongly believe the same is true of our design.

6. Conclusions and future work

In this paper, we proposed a block cipher based on string transformations
with 10 rounds and for a key size of 128 bits. We used the NIST test suite
for statistical analysis to verify the randomness of the algorithm, and these
statistical experimental results were compared with the AES-128 and INRU
ciphers. Further, using the standard approach, we showed that our design
is resistant to linear, differential, and algebraic cryptanalysis. An avalanche
analysis of keystream and plaintext was also performed, and the diffusion
produced by our encryption algorithm was compared with that of AES-128
and INRU. From the security analysis, we can conclude that, with approxi-
mately one-fourth and one-seventh the space complexity of AES-128 and
INRU, respectively, our cipher provides a roughly equivalent level of
security.
Our design used an ordered set of four cryptographically strong S-boxes

of order 4 and a nonlinear quasigroup of order 4. The security of the

Figure 14. Graphical representation of differential cryptanalysis.
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proposed design can be tested with a selection of different quasigroups to
customize the algorithm for different applications.
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Table 9. Abbreviations used in NIST statistical tests.
Abbreviation Test

Freq Frequency
BF Block frequency
LRO Longest run of ones in a block
Rank Binary matrix rank
DFT Discrete Fourier transform
NOTM Nonoverlapping template matching
OTM Overlapping template matching
MUS Maurer’s universal statistical
LC Linear complexity
AE Approximate entropy
CSF Cumulative sum forward
CSB Cumulative sum backward
RE Random excursions
REV Random excursions variant
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